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Overview

Use this document with Cisco Unified Communications Manager, Release 7.1(3) to develop and deploy
customized client services for the Cisco Unified | P Phones that support Cisco Unified Phone services.

Because of the complexity of a Unified Communications network, this guide does not provide complete
and detailed information for procedures that you need to perform in Cisco Unified Communications
Manager or other network devices. See the “Related Documentation” section on page ix for alist of
related documentation.

Revision History

Date Updates
September 29, 2009 |Initial release.

November 23, 2009 |Updated the document with information on the Cisco Unified | P Phones 9971,
9951, and 8961 models. See, New Information for Cisco Unified
Communications Manager 7.1(3), page 1.

December 10, 2009 |Corrected the Cisco Unified |P Phone 7925G resolution from 176 x 220 to 176
x 140. See, Table 3-2 on page 9

Audience

This document provides the information needed for eXtensible Markup Language (XML) and X/Open
System Interface (XSI) programmers and system administrators to develop and deploy new services.

Cisco Developer Support Program

The Cisco Developer Network (CDN) portal provides access to multiple Cisco technology developer
interfaces and collaborative support communities. CDN also provides formalized support services for
these interfaces to enable devel opers, customers, and partners to accel erate their development. The

Cisco Unified IP Phone Services Application Development Notes
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Preface |

formalized process provides access to CDN Engineers who are an extension of the product technology
engineering teams. CDN Engineers have access to the resources necessary to provide expert support in
atimely manner.

The Cisco Developer Network Programis designed for businesses (IHV'sand I SV's) interested in going
to market with Cisco. The CDN Program enables members to develop compelling solutions that unify
data, voice, video, and mobile communications on Cisco's powerful communications platform. The
program also allows members to take advantage of Cisco's brand, market |eadership position, and
installed base to help drive positive business results for themselves and their customers.

For additional information about the CDN Program and CDN support services go to
http://devel oper.cisco.com/web/devservices

Note  The Cisco TAC does NOT provide support for this API/interface under standard hardware or software
support agreements. All technical support for this APl/interface, from initial development assistance
through API troubleshooting/bugsin final production apps, is provided by Cisco Developer Support and
requires a separate Devel oper Support contract. When opening cases, a Developer Support contract
number must be provided to receive support.

Organization

This document comprises the following sections:

Chapter Description

Chapter 1, “Overview” Provides an overview of the Cisco Unified IP Phone
services for developers.

Chapter 2, “New and Changed Information” |Providesdetails on the new and changed informationin
the XML serviceinterfacefor thelatest release of Cisco
Unified Communication Manager.

Chapter 3, “Ciscol PPhone XML Objects’ Describes the general behavior and usage of each XML

object.
Chapter 4, “Component APIs’ Describes additional APIs available to the
Cisco Unified 1P Phones.
Chapter 5, “Internal URI Features’ Describes how to implement embedded features on
Cisco Unified |P Phones.
Chapter 6, “HTTP Requests and Header Provides aprocedure on handling HTTP client requests,
Settings” definitions for HTTP header elements, identifies the

capabilities of the requesting IP phone client, and
defines the Accept header.

Chapter 7, “Troubleshooting Provides troubleshooting tips, XML parsing errors, and
Cisco Unified IP Phone Service error messages.

Applications’

Chapter 8, “Cisco | P Phone Services Provides alist of the components used in the
Software Development Kit (SDK)” Cisco Unified IP Services Software Development Kit

(SDK) and the sample services requirements.

Cisco Unified IP Phone Services Application Development Notes
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Obtaining Documentation and Submitting a Service Request ||

Chapter Description

Chapter 9, “1P Phone Service Administration |Describes how to add and administer

and Subscription” Cisco Unified IP Phone Services through
Cisco Unified Communications Manager
Administration.

Chapter 10, “DevicelListX Report” Describes how the report provides alist of the

services-capable devices along with basic information
about the devicetoidentify or classify the devices based
on specific criteria.

Appendix A, “Ciscol PPhone XML Object Provides a quick reference of the Ciscol PPhone XML
Quick Reference” objects and the definitions that are associated with each.

Appendix B, “Cisco Unified |P Phone Provides the Ciscol PPhone XML Schema.
Services XML SchemaFile”

Related Documentation

For more information about Cisco Unified IP Phones or Cisco Unified Communications Manager, refer
to the following publications:

Cisco Unified IP Phone 7900 Series
These publications are available at the following URL:

http://www.cisco.com/en/US/products/hw/phones/ps379/tsd_products_support_series_home.html

Cisco Unified Communications Manager Administration
Related publications are available at the following URL:

http://www.cisco.com/en/US/products/sw/voicesw/pss56/prod_maintenance _guides_list.html

Cisco Unified Communications Manager Business Edition
Related publications are available at the following URL:

http://www.cisco.com/en/US/products/ps7273/tsd_products _support_series_home.htm|

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What's New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general /whatsnew/whatsnew.html

Subscribe to the What's New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using areader application. The RSS feeds are a free
service and Cisco currently supports RSS Version 2.0.

[ oL-20949-01
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I Obtaining Documentation and Submitting a Service Request

Cisco Product Security Overview

This product contains cryptographic features and is subject to United States and local country laws
governing import, export, transfer and use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors
and users are responsible for compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable to comply with U.S. and local
laws, return this product immediately.

Further information regarding U.S. export regulations may be found at
http://www.access.gpo.gov/bis/ear/ear_data.html

Document Conventions

This document uses the following conventions:

~

Note

Jo

Tp.

A

Convention Indication

bold font Commands and keywords and user-entered text appear in bold font.

italic font Document titles, new or emphasized terms, and arguments for which you supply
values arein italic font.

[ 1 Elements in square brackets are optional.

{x|ylz} Required alternative keywords are grouped in braces and separated by
vertical bars.

[x]ylz] Optional alternative keywords are grouped in brackets and separated by
vertical bars.

string A nonquoted set of characters. Do not use quotation marks around the string or

the string will include the quotation marks.

courier font

Terminal sessions and information the system displays appear in couri er font.

< >

Nonprinting characters such as passwords are in angle brackets.

[]

Default responses to system prompts are in square brackets.

I #

An exclamation point (!) or a pound sign (#) at the beginning of aline of code
indicates a comment line.

Means reader take note.

M eans the following information will help you solve a problem.

Caution

Means reader be careful. In this situation, you might perform an action that could result in equipment
damage or loss of data.

[l Cisco Unified IP Phone Services Application Development Notes
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Timesaver  Means the described action saves time. You can save time by performing the action described in
the paragraph.

A

Warning  Means reader be warned. In this situation, you might perform an action that could result in
bodily injury.

Cisco Unified IP Phone Services Application Development Notes
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= CHAPTER 1

Overview

You can use Cisco Unified |P Phones to deploy customized client services with which users can interact
viathe keypad and display. Services deploy using the HTTP protocol from standard web servers.

Users access these features using the services and directories buttons or menu options (availability
varies by phone model). When a user presses the ser vices button (or chooses the services menu item), a
menu of configured services displays. The user then chooses a service from the list, and the phone
displays the service.

The following list gives typical services that might be supplied to a phone:
e Weather
e Stock information
¢ Contact information
¢ Company news
e To-dolists
e Daily schedule
Figure 1-1 shows a sample text menu.

Figure 1-1 Cisco Unified IP Phone Text Menu Sample
13:12 072000 728111026
& SERUICES -|=

A Cizco Photo ATbum =

Cizco Holidays

Cizoco Paudays

C5C0- TEST

C5C0 - Yahoo Finance

Make Your Selection. ..
Select Exit

Cisco Unified IP Phones can also display graphic menus, as shown in Figure 1-2.

Cisco Unified IP Phone Services Application Development Notes
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Chapter1  Overview |

Figure 1-2 Graphic Menu on a Cisco Unified IP Phone Sample
13:22 0720100 Ar2alllnze
SOWIRY N Fal) Faan
Use top Fow of kewpad
Update Exit

Phone users can navigate a text menu by using the Navigation button followed by the Select softkey, or
by using the numeric keypad to enter a selection directly. Graphic menus currently do not support
cursor-based navigation; users simply enter a number using the DTMF keypad.

When a menu selection is made, the Cisco Unified | P Phone acts on it by using its HTTP client to load
a specific URL. The return type from this URL can be plain text or one of the Ciscol PPhone XML
objects. The object loads and the user interacts with the object.

Figure 1-3 and Figure 1-4 show typical displaysthat result from selecting a service. Figure 1-3 shows a
stock quote that was generated using plain text, and Figure 1-4 displays a graphic image.

Figure 1-3 Plain Text Display Example

13 14 072000 AT 22111026

& CEC0 - Yahoo Finanoe
Sumbol (CSCO1ES. 5

Change: +2. 6873

Open: 67. 25 Uolume: 44M
Oay's RangelbT. 1873 - 63, 73]
Date: FA20-2000 Tire:W:01F M

Make Your Selection. ..
Updat.e Exit

NN

Figure 1-4 Graphic Image Display Example

11025

Jokn Chambers i
CEC, Prezident

John Chambers
Updat.e Exit

Cisco Unified Communications Manager limits Cisco Unified | P Phone service activity to a specific
Services pane in the Cisco Unified | P Phone display. A service cannot modify the top line of the phone
display, which containsthe time, date, and primary extension. A service cannot overwrite the bottom line
of the display, which contains softkey definitions. The pane that displays the service sits flush with the
left side of the display, and enough of the right side of the display remainsintact to ensure that users can
see the status of phone lines.

Cisco Unified IP Phone Services Application Development Notes
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| Chapter1 Overview

Note HTML Disclaimer: Phone service developers must take into consideration that the phone is not aweb
browser and cannot parse HTML. Although content is delivered to the phone through HT TP messages
by using aweb server, keep in mind that the content is not HTML. All content comes either as plain text
or packaged in proprietary XML wrappers.

Cisco Unified IP Phone Services Application Development Notes
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New and Changed Information

This chapter gives details on the new and changed information inthe XML service interfacefor the latest
releases of Cisco Unified Communication Manager.

New Information for Cisco Unified Communications Manager
7.1(3)

The following are the updates made in the XML service interface for Cisco Unified Communication
manager 7.1(3):

e Support for the latest 9971, 9951, and 8961 series Cisco I P phones. For more information see
Table 3-1 on page 3-2

e The 9971, 9951, 8961 series | P phones does not support the Ciscol PPhoneStatus and
Ciscol PPhoneStatuskile XML objects. For more information see, Table 3-1 on page 3-2.

¢ Key URIssupportedin 9971, 9951, and 8961 series | P phones and alternate options for unsupported
Key URIs. For more information see, “Key” section on page 5-2.

¢ Changesin softkey position, behavior, and design. For more information see, “ SoftKey” section on
page 5-6.

Cisco Unified IP Phone Services Application Development Notes
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M New Information for Cisco Unified Communications Manager 7.1(3)
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CiscolPPhone XML Objects

The following sections describe the general behavior and use of XML objects:
¢ Understanding Object Behavior
e XML Object Definitions
¢ Custom Softkeys
e XML Considerations
e Application Event Handlers

Understanding Object Behavior

Creating interactive service applications is relatively easy when you understand the XML objects that
are defined for Cisco Unified | P Phones and the behavior that each object generates.

Regarding services, the phone does not have any concept of a state when it loads an XML page.

Cisco Unified 1P Phones can use HTTP to load a page of content in many different places, starting when
the services button is pressed. Regardless of what causes the phone to load a page, the phone always
behaves appropriately after it |oads a page.

Appropriate behavior depends solely on the type of data that has been delivered in the page. The web
server must deliver the XML pages with aMIME type of text/xml. However, the exact mechanism
required varies according to the type of web server that you are using and the server side mechanism that
you are using to create your pages (for example, static files, JavaScript, CGI, and so on). See Chapter 6,
“HTTP Requests and Header Settings” for more information.

[ oL-20949-01
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Chapter3  CiscolPPhone XML Objects |

I Understanding Object Behavior

Table 3-1 shows the supported XML objects for this release.

Table 3-1 XML Objects Supported for Release 7.1(3) Cisco Unified IP Phone Services SDK

7905G 7941G/7941G-GE, 7942G,

7906G 7945G, 7961G/7961G-GE,

71911G 7962G, 7965G, 7970G/

71912G 7921G |7940G |7971G-GE, 7975G, IP 6921, 6941, 9971, 9951,
Phone Model XML Object 7931G |7920G |7925G 7960G | Communicator 6961 8961
Ciscol PPhoneMenu X X X X X X X
Ciscol PPhoneText X X X X X X X
Ciscol PPhonel nput X X X X X X X
Ciscol PPhoneDirectory X X X X X X X
Ciscol PPhonel mage — xt X X X —2 X
Ciscol PPhonel mageFile — — X — X —2 X
Ciscol PPhoneGraphicMenu — xt X X X —2 X
Ciscol PPhoneGraphicFileMenu |— | —  |X — X —2 X
Ciscol PPhonel conMenu X3 X X X X x4 X
Ciscol PPhonel conFileMenu — — X — X x4 X
Ciscol PPhoneStatus — — — X X — —
Ciscol PPhoneStatusFile — — = = X5 — —
Ciscol PPhoneExecute X X% X X X X X
Ciscol PPhoneResponse X X X X X X X
Ciscol PPhoneError X X X X X X X

1. The Cisco Unified IP Phone 7920G has only a 128-by-59 display with 2 grayscale images clipping the graphic equally on both sides and providing
vertical scrolling. When an image with 4 grayscal e settings occurs (<Depth>2</Depth>), the phone equally splitsthem into 2 grayscal e settings (0-1 get
treated as 0 and 2-3 get treated as 1).

2. The Cisco Unified |P Phones 6921, 6941, and 6961 do not support Ciscol PPhoneGraphicFileMenu, Ciscol PPhoneGraphicMenu,
Ciscol PPhonel mageFile, and Ciscol PPhonel mage because these phones use monochrome LCD.

3. The Cisco Unified IP Phones 7905G and 7912G do not support CIP images; therefore, all icons get ignored and does not display.
4. The Cisco Unified IP Phones 6921, 6941, and 6961 do not support icons; therefore, all icons are ignored and does not display.

5. The Cisco Unified IP Phones 7970G and 7971G-GE require firmware version 7.1(2) or higher to support this object, and Cisco |P Communicator
requires software version 2.01 or higher.

6. The Cisco Unified |P Phone 7920G does not support Priority 1 when on acall.

Cisco Unified IP Phone Services Application Development Notes
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CiscolPPhone XML Objects

XML Object Definitions W

XML Object Definitions

The following sections provide definitions and descriptions of each Ciscol PPhone XML object:
¢ CiscolPPhoneMenu
¢ Ciscol PPhoneText
¢ Ciscol PPhonel nput
¢ Ciscol PPhoneDirectory
¢ Ciscol PPhonelmage
¢ Ciscol PPhonelmageFile
¢ Ciscol PPhoneGraphicMenu
¢ Ciscol PPhoneGraphicFileMenu
¢ Ciscol PPhonelconMenu
¢ CiscolPPhonel conFileMenu
¢ Ciscol PPhoneStatus
¢ Ciscol PPhoneStatusFile
¢ Ciscol PPhoneExecute
¢ Ciscol PPhoneResponse

e Ciscol PPhoneError

CiscolPPhoneMenu

A menu on the phone comprises alist of text items, one per line. Users choose individual menu items by
using the same mechanisms that are used for built-in menus in the phone as described in Chapter 1,
“Overview”.

Definition
<Ci scol PPhoneMenu>
<Title>Title text goes here</Title>
<Pr onpt >Pronpt text goes here</Prompt>
<Menul t en>
<Nanme>The nane of each nenu itenx/ Name>
<URL>The URL associated with the nmenu itenx/URL>
</ Menul t en>
</ Ci scol PPhoneMenu>

N

Note e The Name field under the <Menul t em> supports a maximum of 64 characters. This field can also
accept two carriage returns to allow the Menultem name to span three lines on the display.

e The 6900 series |P phones does not display the Title and Prompt menu fields at the same time. If
both Title and Prompt fields are defined at the same time, then these phones display only the Prompt
field.

The XML format allows you to specify atitle and prompt that are used for the entire menu, followed by
a sequence of Menul t emobjects. Cisco Unified IP Phones allow a maximum of 100 Menul t ens. Each
Menul t emincludes a Name and an associated URL.

[ oL-20949-01
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I XML Object Definitions

When a menu is loaded, the phone behaves the same as for built-in phone menus. The user navigates
through thelist of menu items and eventually chooses one by using either the Select softkey or the DTMF
keys.

After the user chooses a menu option, the phone generates an HT TP request for the page with the URL
or executes the uniform resource identifiers (URISs) that are associated with the menu item.

CiscolPPhoneText

Note

Note

Note

Thed scol PPhoneText XML object displaysordinary 8-bit ASCII text on the phone display. The <Text >
message must not contain any control characters, except for carriage returns, line feeds, and tabs. The
Cisco Unified 1P Phone firmware controls all other pagination and wordwrap issues.

Cisco Unified 1P Phones support the full 1SO 8859-1 (Latin 1) and Shift_JI'S character sets.

Definition
<Ci scol PPhoneText >

<Title>Title text goes here</Title>

<Pr onpt >The pronpt text goes here</Pronpt>

<Text>The text to be displayed as the nmessage body goes here</ Text>
</ Ci scol PPhoneText >

)

Note  The 6900 series | P phones does not display the Title and Prompt menu fields at the same time.
If both Title and Prompt fields are defined at the same time, then these phones display only the
Prompt field.

Two optional fields can appear in the XML message:

e Thefirst optional field, Ti t1 e, defines text that displays at the top of the display page. If aTitleis
not specified, the Nare field of the last chosen Menul t emdisplaysinthe Titl e field.

e The second optional field, pronpt , defines text that displays at the bottom of the display page. If a
Pronpt is not specified, Cisco Unified Communications Manager clears the prompt area of the
display pane.

Many XML objects that are described in this document also have Tit1 e and pronpt fields. These fields
normally behave identically to behavior described in this section.

Non-XML Text: Thisdocument only describes the supported Ciscol PPhone XML objects. You can also
deliver plain text viaHTTP. Pagesthat are delivered as MIME type text/html behave exactly the same as
XML pages of type Gi scol PPhoneText . One important difference is that you cannot include atitle or
prompt.

Keypad navigation: Cisco Unified |P Phones allow navigation to a specific line in a menu by pressing
numeric DTMF keys. When a menu is on the display, the number for selecting the menu is on the left.

When normal text displays, the numbers do not display on the left side of the screen, but the navigation
capability still exists. So, a carefully written text service display can take advantage of this capability.
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CiscolPPhonelnput

Note

When a Cisco Unified | P Phone receives an XML object of type Ci scol PPhonel nput , it constructs an
input form and displays it. The user then enters datainto each input item and sends the parametersto the
target URL. Figure 3-1 shows a sample display that is receiving input from a user.

Figure 3-1 Sample User Input Display

19:24 072000 728111026

& Stock OQuote

EHE TR ]

Ticker Sumbolaapl]
iEDSTED

" Enter the ticker sumbol
Submit. 4l Cancel

Definition
<Ci scol PPhonel nput >
<Title>Directory title goes here</Title>
<Pr onpt >Pronpt text goes here</Pronpt>
<URL>The target URL for the conpleted input goes here</URL>
<l nputltenpr
<Di spl ayName>Nane of the input field to display</Di splayNanme>
<QueryStringParanm>The paraneter to be added to the target URL</ QueryStri ngPar an>
<Def aul t Val ue>The default display name</ Def aul t Val ue>
<l nput Fl ags>The flag specifying the type of allowable input</InputFlags>
</l nputltenm>
</ Ci scol PPhonel nput >

N,
Note  The 6900 series | P phones does not display the Title and Prompt menu fields at the same time.

If both Title and Prompt fields are defined at the same time, then these phones display only the
Prompt field.

TheTitl e and Pronpt tagsin the object delimit text are used in the same way as the identical fieldsin
the other Ciscol PPhone XML objects.

The URL tag delimits the URL to which the input results are sent. The actual HTTP request sent to this
server specifies the URL with alist of parameters that are appended to it as a query string. The
parameters include Name/Value pairs, one for each input item.

Ciscol PPhonel nput objects do not use the HTTP POST method.

The I nput I t emtag delimits each item in the list. The number of | nput I t ens must not exceed five. Each
input item includes a Di spl ayNane, which is the prompt that is written to the display for that particular
item. Each item also hasa Quer ySt ri ngPar am which isthe name of the parameter that is appended to the
URL when it is sent out after input is complete. Each input item can also use the Def aul t Val ue tag to set
the default value to be displayed.

Thefinal attribute for each input item comprises a set of | nput FI ags. The following table describes the
input types that are currently defined.

[ oL-20949-01
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InputFlag |Description

A Plain ASCII text—use the DTMF keypad to enter text that consists
of uppercase and lowercase letters, numbers, and special characters.

T Telephone number—enter only DTMF digits for this field. The
acceptable input includes numbers, #, and *.

N Numeric—enter numbers as the only acceptable input.

E Equation—enter numbers and special math symbols.

U Uppercase—enter uppercase letters as the only acceptable input.

L L owercase—enter lowercase letters as the only acceptable input.

P Password field—enter individual characters using the standard

keypad-repeat entry mode. The system automatically converts
accepted characters into an asterisk, keeping the entered value
private.

A

Note P specifiestheonly I nput FI ag that works as amodifier. For
example, specify avalue of “AP” in thei nput Fl ag field to
use plain ASCII asthe input type and to mask the input asa
password by using an asterisk (*).

During text entry, Cisco Unified |P Phones display softkeys to assist users with text entry. Users can
navigate between fields with the vertical scroll button that is used to navigate menus, and so on.

CiscolPPhoneDirectory

The phone originally incorporated the Gi scol PPhoneDi rect ory XML object to support the Directory
operation of Cisco Unified IP Phones, but it is available for your development purposes also. Figure 3-2
shows how an XML G scol PPhoneDi r ect ory object displays on the phone.

Figure 3-2

CiscolPPhoneDirectory Object Display Sample

17:13 072400 AT 22111026

[ Corporate Directory -
i Hallmark, Addis
251y

# Treece, Alan
aa135

i Les, AHlvin
3516k

NN

Fecords ¥ to% of 196
Dial EditDial Exit mokre

Definition

<Ci scol PPhoneDi rect ory>
<Title>Directory title goes here</Title>
<Pr onpt >Pronpt text goes here</Prompt>
<DirectoryEntry>
<Nanme>The nane of the directory entry</Name>
<Tel ephone>The t el ephone nunber for the entry</Tel ephone>
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</DirectoryEntry>
</ Ci scol PPhoneDi rect ory>

For the directory listing, the Cisco Unified |P Phone displays the appropriate softkeys that are needed to
dial the numbers that are listed on the display. The softkeys include the Edit Dial softkey, which allows
users to insert access codes or other necessary items before dialing.

TheTitl e and Pronpt tagsin the XML object have the usual semantics. A single
Ci scol PPhoneDi rect ory oObject can contain a maximum of 32 bi rect or yEnt ry objects. If more than 32
entries must be returned, use multiple G scol PPhoneDi rect or y objects in subsequent HTTP requests.

The 6900 series I P phones does not display the Title and Prompt menu fields at the same time. If both
Title and Prompt fields are defined at the same time, then these phones display only the Prompt field.

Custom Directories

You can use the Cisco Unified Communications Manager enterprise parameter, “URL Directories’ and
Ciscol PPhone XML objects to display custom directories. The “URL Directories’ pointsto a URL that
returnsaci scol PPhoneMenu oObject that extendsthe dir ectories menu. Therequest for “URL Directories’
must return avalid G scol PPhoneMenu object, even if hasno Di rect or yEnt ry objects.

To create a custom directory, use the following optional objects in the order in which they are listed:

1. Usethe d scol PPhonel nput XML object to collect search criteria.

2. Usetheciscol PPhoneText XML object to display status messages or errors.

3. UsetheGi scol PPhoneDirect ory XML object to return alist of directory entries that can be dialed.

You can omit the Gi scol PPhonel nput Or Ci scol PPhoneText Objects. You can display multiple
Gi scol PPhoneDi rect ory objects by specifying an HT TP refresh header that pointsto the URL of the next
individual directory object, which the user accesses by pressing the Next softkey on the phone.

CiscolPPhonelmage

Note

The Ciscol PPhonel mage provides a bitmap display with a 133 x 65 pixel panethat is available to access
services. Each pixel includes four grayscale settings. A value of three (3) displays as black, and avalue
of zero (0) displays as white.

The phone uses an LCD display, which inverts the pal ette.

The Gi scol PPhonel nage XML type lets you use the Cisco Unified IP Phone display to present graphics
to the user.

Definition

<Ci scol PPhonel nage>
<Title>lmage title goes here</Title>
<Pr onpt >Pronpt text goes here</Pronmpt>
<Locati onX>Positi on i nformati on of graphic</LocationX>
<LocationY>Position informati on of graphic</LocationY>
<W dt h>Si ze information for the graphic</W dth>
<Hei ght >Si ze i nformation for the graphi c</ Hei ght >
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<Dept h>Nunber of bits per pixel </ Dept h>
<Dat a>Packed Pi xel Data</Dat a>
<Sof t Keyl t en>
<Name>Nane of the softkey</Nanme>
<URL>URL of softkey</URL>
<Posi ti on>Nunerical position of the softkey</Position>
</ Sof t Keyl t en®
</ Ci scol PPhonel nage>

)

Note  The 6900 series | P phones does not display the Title and Prompt menu fields at the same time.
If both Title and Prompt fields are defined at the same time, then these phones display only the
Prompt field.

The Gi scol PPhonel mage object definition includes two familiar elements: Ti t1 e and Pronpt . These
elements serve the same purpose as they do in the other CiscolPPhone XML objects. TheTi t I e displays
at the top of the page, and the pronpt displays at the bottom.

UselLocati onXandLocat i onY to position the graphic on the phone display. Position the upper, left corner
of the graphic at the pixel defined by these two parameters. Setting the X and Y location valuesto (0, 0)
positions the graphic at the upper, left corner of the display. Setting the X and Y location values to (-1,
-1) centers the graphic in the services pane of the phone display.

Use w dt h and Hei ght to size the graphic. If the values do not match with the pixel stream specified in
the Dat a field, results will be unpredictable incorrect.

Dept h specifies the number of bits per pixel. Cisco Unified IP Phones support a maximum value of 2. A
bit depth of 1 is black and white.

The Dat a tag delimits a string of hexadecimal digits that contain the packed value of the pixelsin the
display. In the Cisco Unified I P Phone, each pixel has only four possible values, which means that you
can pack four pixelsinto asingle byte. A pair of hexadecimal digits represents each byte.

Figure 3-3 provides an example of the mechanics of pixel packing. Scanning from left to right in the
display, the illustration shows the process for packing consecutive pixel values of 1, 3, 2, and 0. First,
the pixels get converted to 2-bit binary numbers. Then, the binary pairs get re-ordered in sets of four to
create a single re-ordered byte, which two hexadecimal digits represent.

Figure 3-3 Packed Pixel Translation Example
Pixel values original sequence 1 3 2 0
ijel val ues converted to 2-bit o1 1 10 00
binary pairs
Re-ordered binary pairs 00 10 11 01
1-byte packed hexadecimal value 2D

Cisco Unified IP Phone Services Application Development Notes
m. 0L-20949-01 |



| Chapter3 CiscolPPhone XML Objects

XML Object Definitions W

Example

Thefollowing XML code definesadi scol PPhonel mage object that displays the sequence of pixels shown
in Figure 3-3 as a graphic positioned at the center of the phone display:

<Ci scol PPhonel mage>
<Titlel>
<Locati onX>- 1</ Locati onX>
<Locati onY>- 1</ Locati onY>
<W dt h>4</ W dt h>
<Hei ght >1</ Hei ght >
<Dept h>2</ Dept h>
<Dat a>2D</ Dat a>
<Pr onpt />
</ Ci scol PPhonel mage>

The graphic display comprises a contiguous stream of hexadecimal digits, with no spaces or other
separators. If the number of pixels to be displayed does not represent an even multiple of four, pad the
end of the pixel data with blank (zero value) pixels, so the datais packed correctly. The phone ignores
the padded data.

Tip Before displaying a graphic image on a Cisco Unified |P Phone, the software clears the pane dedicated
to services. If aservice hastext or other information that must be preserved (including thetitle area), the

information must get redrawn as part of the graphic. If thetitleisto be hidden, the graphic must be large
enough to cover it.

CiscolPPhonelmageFile

Thelatest generation of Cisco Unified |P Phones have higher-resolution displays with more color depth.
The Cisco Unified | P Phone 7970G, for example, has a display area of 298x168 pixels available to the
Services pane and renders images in 12-bit color.

To support these more advanced displays, a new XML object allows the use of color PNG imagesin
addition to the grayscale Ci scol PPhonel mage objects. The Ci scol PPhonel mageFi | e object behaves like
the Ci scol PPhonel mage object, except for the image data. Instead of using the <bat a> tag to embed the
image data, the <URL> tag points to the PNG image file.

The web server must deliver the PNG image to the phone with an appropriate MIME Content-Type
header, such asimage/png, so the phone recognizes the content as acompressed, binary PNG image. The
PNG image can be either palettized or RGB, and the maximum image size and color depth are model
dependent (see Table 3-2).

Table 3-2 Cisco Unified IP Phones Display Image Sizes and Color Depths
Resolution’ Color/Grayscale
Model (width x height) |/Monochrome Color Depth (bits)
Cisco Unified IP Phones 7905G, 7906G, N/A Grayscale 1
7911G, 7912G?, 7931G
Cisco Unified IP Phone 7920 128 x 59 Grayscale 1
Cisco Unified I P Phone 7921G, 7925G 176 x 140 Color 16
Cisco Unified IP Phones 7940G/60G 133 x 65 Grayscale 2
Cisco Unified IP Phones 7941G, 7941G-GE, |298 x 144 Grayscale
7942G, 7961G, 7961G-GE, 7962G

Cisco Unified IP Phone Services Application Development Notes
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Table 3-2 Cisco Unified IP Phones Display Image Sizes and Color Depths (continued)
Resolution’ Color/Grayscale

Model (width x height) |/Monochrome Color Depth (bits)
Cisco Unified IP Phones 7945G, 7965G 298 x 156 Color 16

Cisco Unified |P Phone 7970G/7971G 298 x 168 Color 12

Cisco Unified | P Phone 7975G 298 x 168 Color 16

Cisco |P Communicator 298 x 168 Color 24

Cisco Unified IP Phones 6921, 6961 396 x 81 Monochrome —

Cisco Unified | P Phone 6941 396 x162 Monochrome  |—

Cisco Unified |P Phones 9971, 9951, 8961 498x289 Color 24

1. Represents the size of the display that is accessible by Services—not the full resolution of the physical display.
2. The Cisco Unified |P Phones 7905 and 7912 have pixel-based displays, but they do not support XML images.

If the number of colorsin the image is not reduced to match the phone capabilities, the image will be
dithered by the phone and yield less than desirabl e results in most cases. To reduce the number of colors
in agraphics editing program, such as Adobe Photoshop, use the “ Posterize” command. The “ Posterize”
command takes one value as input for the number of color tones per color channel. For example, using
the value of 16 (4-bits per channel = 16 tones per channel) will correctly dither the color palette of the
image for the best display results on the Cisco Unified |P Phone 7970G.

Figure 3-4 shows a Ciscol PPhonel mageFile object on a Cisco Unified |P Phone 7970G display.

Figure 3-4 Cisco Unified IP Phone 7970G Image File Display

L <A

Select Service...

Definition

<Ci scol PPhonel mageFi | e>
<Title>Imge Title goes here</Title>
<Pr onpt >Pronpt text goes here</Pronpt>
<Locati onX>Hori zontal position of graphic</LocationX>
<LocationY>Vertical position of graphic</LocationY>
<URL>Poi nts to the PNG i mage</ URL>

</ Ci scol PPhonel nageFi | e>

N,
Note  The 6900 series | P phones does not display the Title and Prompt menu fields at the same time.

If both Title and Prompt fields are defined at the same time, then these phones display only the
Prompt field.
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CiscolPPhoneGraphicMenu

Graphic menus serve the same purpose as text menus: they allow a user to select aURL from alist. Use
graphic menus in situations when the items may not be easy to display in atext list.

For example, users might prefer to have their choices presented in a non-ASCII character set such as
Kanji or Arabic. When using non-ASCI| character sets, the system presents the information as a bitmap
graphic. To select amenu, the user enters a number from 1 to 12 using the numeric keypad (* and # are
not active).

Definition
<Ci scol PPhoneGr aphi cMenu>
<Title>Menu title goes here</Title>
<Pr onpt >Pronpt text goes here</Pronpt>
<Locati onX>Position informati on of graphi c</LocationX>
<Locati onY>Position information of graphic</LocationY>
<W dt h>Si ze information for the graphic</Wdth>
<Hei ght >Si ze infornati on for the graphic</Height>
<Dept h>Nunber of bits per pixel </ Dept h>
<Dat a>Packed Pi xel Data</Dat a>
<Menul t en»
<Nanme>The nane of each menu itenx/ Nanme>
<URL>The URL associated with the menu itenx/ URL>
</ Menul t e
</ Ci scol PPhoneG aphi cMenu>

S,
Note  The 6900 series | P phones does not display the Title and Prompt menu fields at the same time.

If both Title and Prompt fields are defined at the same time, then these phones display only the
Prompt field.

Menu items in the graphic menu have a name, like the text menu counterparts. Although the name does
not display to the user, it still performs a function. The name of the menu item provides the default title
that is used when the URL for the chosen item is loaded. If the loaded page has atitle of its own, the
phone uses that title instead.

The XML tagsin Graphi cMenu use the tag definitions for G scol PPhonel mage and Gi scol PPhoneMenu.
Although the semantics of the tags are identical, you can have only 12 Menul t emobjectsin a

G scol PPhoneGr aphi cMenu object. See “ Ciscol PPhoneMenu” and “ Ciscol PPhonelmage” for detailed
descriptions.

CiscolPPhoneGraphicFileMenu

Some of the Cisco Unified IP Phone models, such as the Cisco Unified IP Phone 7970G and

Cisco | P Communicator, have pointer devices. The Cisco Unified |P Phone 7970G uses a touchscreen
overlay on the display, and the PC-based Cisco |P Communicator uses the standard Windows mouse
pointer.

Because these devices can receive and process “pointer” events, a Ci scol PPhoneGr aphi cFi | eMenu
object exposes the capability to application developers. The Ciscol PPhoneGraphicFileMenu behaves
similar to the Ciscol PPhoneGraphicMenu, in that a group of options are presented by an image. When
one of those objectsis selected, a URL action initiates. However, the new FileMenu does not use the
keypad, but uses rectangular touch areas. This rectangular touch area, <TouchAr ea>, is defined by
coordinates relative to the upper-left corner of the Services display. The (X1,Y 1) points specify the
upper-left corner of the <TouchArea>, and (X2,Y 2) specify the lower-right corner of the <TouchAr ea>.
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Figure 3-5 shows the display of the Ciscol PPhoneGraphicFileMenu.

Figure 3-5 CiscolPPhoneGraphicFileMenu
13 06p 09/23/03
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Current Value:TOUCHABLE

If the coordinates that are supplied in <TouchAr ea> tag exceed the dimensions of the phone display, the
<TouchArea> rectanglewill be*clipped” to fit. See Table 3-2, “ Cisco Unified | P Phones Display Image
Sizes and Color Depths” for alisting of usable display resolutions for each phone model.

The <TouchAr ea> rectangles are allowed to overlap, and the first match is always taken. This allows a
sense of Z-order for images where smaller touchable objects can be overlaid on top of larger ones. In
this case, the smaller object <Menul t em> must appear before the larger one in the

<Ci scol PPhoneGr aphi cFi | eMenu> object.

The requirements for the PNG image referenced by the <URL> tag match those that the
Ciscol PPhonel mageFile object uses.

Definition
<Ci scol PPhoneGr aphi cFi | eMenu>
<Title>Imge Title goes here</Title>
<Pr onpt >Pronpt text goes here</Prompt>
<Locati onX>Hori zontal position of graphic</LocationX>
<LocationY>Vertical position of graphic</LocationY>
<URL>Poi nts to the PNG background i mage</ URL>
<Menul t en»
<Nanme>Sane as Ci scol PPhoneG aphi cMenu</ Nanme>
<URL>I nvoked when the TouchArea is touched</URL>
<TouchArea X1="left edge" Y1="top edge" X2="right edge" Y2="bottom edge"/>
</ Menul t en>
</ Ci scol PPhoneG aphi cFi | eMenu>

N,
Note  The 6900 series | P phones does not display the Title and Prompt menu fields at the same time.

If both Title and Prompt fields are defined at the same time, then these phones display only the
Prompt field.

CiscolPPhonelconMenu

Icon menus serve the same purpose as text menus: they allow a user to select aURL from alist. Useicon
menus in situations when you want to provide additional visual information to the user to show the state
or category of an item. For example, you include aread and unread icon in amail viewer. You can use
the icons can to convey the message state.
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Iconsin the G scol PPhoneMenu object have a maximum width of 16 pixels and a maximum height of 10
pixels.

Figure 3-6 shows an IconMenu on a Cisco Unified IP Phone.

Figure 3-6 IconMenu on a Cisco Unified IP Phone Sample
03 15 12-11-01 2001
& Icons =

15 0pen Icon =

2= Co=e Icon

Select an Ioon...
Select Exit

The system presents the information as a bitmap graphic to the left of the menu item text. The user
selects menu items in the same way as a Ci scol PPhoneMenu Object.

Definition
<Ci scol PPhonel conMenu>
<Title>Title text goes here</Title>
<Pr onpt >Pronpt text goes here</Pronmpt>
<Menul t en»
<l conl ndex>I ndi cates what lconltemto display</Iconlndex>
<Nanme>The nane of each menu itenx/ Nanme>
<URL>The URL associated with the menu itenx/ URL>
</ Menul t e
<Sof t Keyl t en>
<Name>Nane of softkey</ Nane>
<URL>URL or URI of softkey</URL>
<Posi tion>Position information of the softkey</Position>
</ Sof t Keyl t en>
<l conltenp
<l ndex>A uni que index fromO to 9</|ndex>
<Hei ght >Si ze i nformati on for the icon</Height>
<W dt h>Si ze information for the icon</W dth>
<Dept h>Nurmber of bits per pixel </ Dept h>
<Dat a>Packed Pi xel Dat a</ Dat a>
</lconltemr
</ Ci scol PPhonel conMenu>

N,
Note  The 6900 series | P phones does not display the Title and Prompt menu fields at the same time.

If both Title and Prompt fields are defined at the same time, then these phones display only the
Prompt field.

The XML tagsin IconMenu use the tag definitions for Ciscol PPhonelmage and Ciscol PPhoneM enu.
Although the semantics of the tags are identical, you can have only 32 Menultem objectsin a

Ci scol PPhonel conMenu object. See “ Ciscol PPhoneMenu” and “ Ciscol PPhonelmage” for detailed
descriptions.
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CiscolPPhonelconFileMenu

Thisicon menu is similar to Ci scol PPhoneMenu, but it uses color PNG icons rather than grayscale CIP
icons. Use icon menus in situations when you want to provide additional visual information to the user
to show the state or category of an item. For example, you can use icons to indicate priority (see
Figure 3-7).

Iconsin the G scol PPhonel conFi | eMenu object have a maximum width of 18 pixels and a maximum
height of 18 pixels. Instead of using the <Dat a> tag to embed the image data into the <I conl ten> tag,
this object uses a <URL> tag to point to the PNG image file to be used for that icon.

Figure 3-7 CiscolPPhonelconFileMenu Object Display Sample
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Definition
<Ci scol PPhonel conFi | eMenu>
<Title>Title text goes here</Title>
<Pr onpt >Pronpt text goes here</Prompt>
<Menul t en»
<l conl ndex>I ndi cates what |conltemto display</Iconl ndex>
<Nanme>The nane of each menu itenx/ Nanme>
<URL>The URL associated with the nmenu itenx/URL>
</ Menul t em>
<l conltenr
<l ndex>A uni que index fromO0O to 9</I|ndex>
<URL>| ocation of the PNG icon inmage</URL>
</lconltem
</ Ci scol PPhonel conFi | eMenu>

N,
Note  The 6900 series | P phones does not display the Title and Prompt menu fields at the same time.

If both Title and Prompt fields are defined at the same time, then these phones display only the
Prompt field.

CiscolPPhoneStatus

The Ciscol PPhoneStatus object is al so a displayable object, but differsfrom the preceding objectsin that
it displays on the Call plane of the phone rather than the Services plane. The Ciscol PPhoneStatus object
“hovers” above the Call plane and is typically used in conjunction with CTI applications to present
application status to the user.
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The Status object cannot be closed or cleared by the user (for example, by pressing Services) because
the Status object is only present on the Call plane. In order to clear the object, the phone must execute
the Init: AppStatus URI. This would typically occur as the result of an application server pushing an
Execute object to the phone that contains the Init: AppStatus URI.

The Ciscol PPhoneStatus object can only be pushed (HTTP POST) to the phone; it cannot be pulled
(HTTP GET).

The Ciscol PPhoneStatus object can be refreshed or replaced at any time. It is not necessary to clear an
existing Status object before sending a new Status object. The new object simply replaces the old object.

Figure 3-8 shows the Ciscol PPhoneStatus object that contains the following visual elements:;
e 106 x 21 graphics area for displaying CIP images (same image format as Ciscol PPhonel mage)
e Seedable, free-running timer (optional)

e Single-line text area (optional)

Figure 3-8 IconMenu on a CiscolPPhoneStatus Sample
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Definition

<Ci scol PPhoneSt at us>
<Text>This is the text area</Text>
<Ti mer >Ti mer seed val ue in seconds</Ti ner>
<Locati onX>Hori zontal alignment</LocationX>
<LocationY>Vertical alignnent</LocationY>
<W dt h>Pi xel w dth of graphic</W dth>
<Hei ght >Pi xel hei ght of graphi c</ Hei ght>
<Dept h>Col or depth in bits</Depth>
<Dat a>Hex bi nary i nage dat a</ Dat a>

</ G scol PPhoneSt at us>

N,
Note  The 6900 series | P phones does not display the Title and Prompt menu fields at the same time.

If both Title and Prompt fields are defined at the same time, then these phones display only the
Prompt field.

Dynamic Sizing of the Application Status Window

You can enable applications to dynamically adjust their window sizes based on the displayed content.
The minimum size requirements limit the windows size so that it is alarge enough size to stand out from
the Overview content. For example, using a smaller window for an application allows more content from
the Overview to be displayed. Sizing the window occurs upon the reception of a Ciscol PPhoneStatus or
Ciscol PPhoneStatusFile object with its associated PNG file.
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The Application Status window contains three main areas: (see Figure 3-9):

e Text Area
e Timer Area

e |mageArea

Figure 3-9 Elements of Application Status Window
Text Area Timer Area
Image Area

Note  Self-terminati ng XML elements, non-declared or missing elements, and elements with the default values
are all considered non-configured elements.

To allow dynamic sizing, do not configure the Text and Timer areas with any value other than the default
used by the XML parser. If both elements are not configured, you can proceed, but must follow these

rules:

¢ Do not display the Text Area and Timer Area sections of the Application Status window.

¢ If the LocationX element is not configured or is set to centered, and the image provided is less than
the maximum width allowed, the Image Area can be resized.

e If theimage provided is smaller than the minimum width, the minimum allowed window width

should be used.

¢ If the width of the image provided is between the minimum and maximum sizes of the window, the
window should be sized to display the image as well as the standard surrounding borders.

e Theimage height should never change.

See Table 3-3 for an overview of the maximum and minimum image area sizes by phone model. M ost
phone models support all sizes between the minimum and maximum. An exception is allowed for the
Cisco Unified I P Phones 7940G/7960G due to resource constraints. For these phones, you should

implement both the maximum size and minimum size windows ignoring all of the intermediate sizes.

Table 3-3 Application Status Window Allowable Image Sizes

Maximum Image

Maximum Image

Phone Models Area Width Area Width Area Height
79406, 7960G 106 21 21
7941G/7941G-GE, 7942G, 7945G, 7961G/7961G-GE, |252 50 50

7962G, 7965G

7970G/7971G-GE, 7975G, IP Communicator 262 50 50
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A
Note  The Cisco IP Phone models 9951, 9971, and 8961 does not support Ciscol PPhoneStatus object. See
Table 3-1 on page 3-2 for information on XML objects supported on various phone models.
See Table 3-4 for an overview of the text and timer area sizes by phone model.
Table 3-4 Application Status Window Allowable Text and Timer Sizes
Text Area Size  |Timer Area Size |Text Area Size
Phone Models (WxH) (WxH) No Timer (WxH)
7940G, 7960G 76x11 30x11 106x11
7941G/7941G-GE, 7942G, 7945G, 7961G/7961G-GE, |192x20 60x20 252x20
7962G, 7965G,
7970G / 7971G-GE, 7975G, IP Communicator 202x20 60x20 262x20

CiscolPPhoneStatusFile

Note

The behavior of thisobject isidentical to the Gi scol PPhoneSt at us object, except it uses a color PNG
image instead of a grayscale CIP image for the graphics area.

The maximum image size is 262 x 50 pixels for the Cisco Unified IP Phone 7970G, but differs for other
phone models. See “Dynamic Sizing of the Application Status Window” section on page 3-15 for details.

The Cisco |P Phone models 9951, 9971, and 8961 does not support Ciscol PPhoneStatuskile object. See
Table 3-1 on page 3-2 for information on XML objects supported on various phone models.

Figure 3-10 shows how an XML Ci scol PPhoneSt at usFi | e object displays on a phone.

Figure 3-10

11:01a 09/07/04

¥ Cisco 7970
Your current options

Definition

<Ci scol PPhoneSt at usFi | e>

<Text>This is the text area</Text>

<Ti mer >Ti mer seed val ue in seconds</Ti mer>
<Locati onX>Hori zont al alignnent</LocationX>
<LocationY>Vertical alignnment</LocationY>
<URL>| ocati on of the PNG i nage</ URL>

</ Ci scol PPhoneSt at usFi | e>

CiscolPPhoneStatusFile Object Display Sample

[ oL-20949-01
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Note that instead of using the <Dat a> tag to embed the image data, this object uses a<URL> tag to point
to the PNG image file to be used for the graphics area.

CiscolPPhoneExecute

Note

The Ci scol PPhoneExecut e object differs from the other Ciscol PPhone objects. It is not a displayable
object for providing user interaction. The purpose of this object is to deliver (potentially multiple)
execution requests to the phone.

Like the other XML objects, the Ciscol PPhoneExecute can be either pushed (HTTP POST) or pulled
(HTTP GET). Upon receiving a Ciscol PPhoneExecute object, the phone will begin executing the
specified Executeltems. Order of execution is not guaranteed, so Executeltemswill likely not executein
the order in which they are listed in the Ciscol PPhoneExecute object.

Limit the requests to three Executeltems: only one can be a URL and two URIs per
Ci scol PPhoneExecut e object, or you can send three URIs with no URL.

Definition
<Ci scol PPhoneExecut e>

<Executeltem URL="the URL or URI to be executed”/>
</ Ci scol PPhoneExecut e>

The <Execut el t en> tag of the Ci scol PPhoneExecut e object includes an optional attribute called
Priority. The Priority attribute is used to inform the phone of the urgency of the execute request and to
indicate whether the phone should be interrupted to perform the request. The Priority levels determine
whether the phone must be idle to perform the requested action. The Idle Timer (along with an optional
Idle URL) isdefined globally in the Cisco Unified Communications Manager Administration Enterprise
Parameters and can be overridden on a per phone basis in the Cisco Unified Communications Manager
Device configuration.

The following table lists the Priority levels and their behavior.

Behavior

Description

0 = Execute Immediately The URL executes regardless of the state of the phone. If the Priority

attribute does not get specified in the <execut el t en», the default
priority gets set to zero for backward compatibility.

1 = Execute When Idle The URL gets delayed until the phone goesidle, then it executes.

2 = Execute If Idle

The URL executes on an idle phone; otherwise, it does not get
executed (it does not get delayed).

~

Note

The Priority attribute is only used for HTTP URLSs. Internal URIs always execute immediately.

Example

Thefollowing Ci scol PPhoneExecut e object results in the phone playing an alert “chime,” regardless of
the state of the phone, but waits until the phone goes idle before displaying the specified XML page:

<Ci scol PPhoneExecut e>
<Executeltem Priority="0" URL="Play:chinme.raw'/>

Cisco Unified IP Phone Services Application Development Notes
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<Executeltem Priority="1" URL="http://server/textnessage. xm"/>
</ Ci scol PPhoneExecut e>

CiscolPPhoneResponse

The Ci scol PPhoneResponse object items provide messages and information resulting from
Ci scol PPhoneExecut e. Asaresult, a Responsel t emexists for each Execut el t ens that you send. The
order differs based on completion time, and the execution order is not guaranteed.

The URL attribute specifies the URL or URI that was sent with the request. The Data attribute contains
any special datafor the item. The Status attribute specifies a status code. Zero indicates that no error
occurred during processing of the Executeltem. If an error occurred, the phone returns a

Ci scol PPhoneError object.

Definition

<Ci scol PPhoneResponse>

<Responseltem Status="t he success or failure of the action”
Dat a="the information returned with the response”

URL="the URL or URI specified in the Execute object”/>

</ Ci scol PPhoneResponse>

CiscolPPhoneError

The following list gives possible Ciscol PPhoneError codes:
e Error 1 = Error parsing Ci scol PPhoneExecut e object
e Error 2 = Error framing Ci scol PPhoneResponse object
e Error 3 = Internal file error

e Error 4 = Authentication error
Definition
<Ci scol PPhoneError Nunber="x"/> optional error nmessage <Ci scol PPhoneError>

The text value of the Ci scol PPhoneEr ror object may contain an optional error message to further
describe the nature of the error condition.

Custom Softkeys

Cisco Unified 1P Phones can use custom softkeys with any of the displayable Ciscol PPhone XML
objects, excluding the Ci scol PPhoneSt at us object which cannot control softkeys and the
Ci scol PPhoneExecut e object which is not displayable.

Softkeys can have either URL or URI “actions” associated with them. The Sof t keyl t emcan define
separate actions to be taken when the softkey is pressed and released. The standard Ul behavior is to
execute an action when akey isreleased, and this action is defined by the <URL> tag. An action can also
be taken when the softkey isinitially pressed by including the optional <URLDown> tag. For example, you
might use <URLDown> for a press-to-talk application in which pressing the button starts audio streaming
and releasing the button stopsiit.

[ oL-20949-01
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)

Note

Note

The <URLDown> tag can only contain Internal URIs—it cannot containan HTTP URL. The“URL” in
the name “URLDown” does not signify that an HTTP URL can be used.

Definition

<Sof t Keyl t en»
<Narme>Di spl ayed sof key | abel </ Nane>
<URL>URL or URI action for softkey RELEASE event </ URL>
<URLDown>URL or URI action for softkey PRESS event </ URLDown>
<Posi ti on>position of softkey</Position>

</ Sof t Keyl t en>

Example
In this example, a Ci scol PPhoneText object has a single custom softkey defined:

<Ci scol PPhoneText >
<Text >Thi s obj ect has one softkey named " Custoni </ Text >
<Sof t Keyl t en>
<Nanme>Cust onx/ Nanme>
<URL>htt p://sonmeserver/ sonepage</ URL>
<Posi ti on>4</ Posi ti on>
</ Sof t Keyl t en>
</ Ci scol PPhoneText >

If any custom softkeys are defined in the XML object, then all default softkeys are removed from that
object. To retain default softkey behavior, then you must explicitly defineit in the XML object using a
<Sof t Keyl t em> tag. Theinternal Softkey URIscan beused inthe <URL> tag of <Sof t Key! t en> to invoke
default softkey actions from custom softkeys. See Chapter 5, “Internal URI Features” for more
information on invoking internal softkey features.

If there are no custom softkeys and there is no default softkey placed in position 1, either a Next or
Update softkey is assigned automatically. If the URL is a Refresh URL, the softkey will be “Next.” If
not, the Update softkey is assigned.

Example

The following softkey definitions would provide the custom softkey, without losing the default “ Select”
behavior:

<Sof t Keyl t en»
<Nanme>Sel ect </ Name>
<URL>Sof t Key: Sel ect </ URL>
<Posi ti on>1</ Posi ti on>
</ Sof t Keyl t en>
<Sof t Keyl t enp
<Nanme>Cust onx/ Name>
<URL>htt p://sonmeserver/ sonepage</ URL>
<Posi ti on>4</ Posi ti on>
</ Sof t Keyl t en>

XML Considerations

The XML parser in Cisco Unified IP Phones does not function as a fully capable XML parser. Do not
include any tags other than those defined in your XML display definitions.
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Note

XML Considerations W

All Ciscol PPhone element names and attribute names are case sensitive.

Mandatory Escape Sequences

By XML convention, the XML parser also requires that you provide escape values for a few special
characters. Table 3-5 lists characters and their escape values.

Table 3-5 Escape Sequences for Special Characters
Character Name Escape Sequence
& Ampersand &amp;
Quote & quot;
Apostrophe & apos,
< L eft angle bracket &lt;
> Right angle bracket &gt;

Escaping text can be tedious, but some authoring tools or scripting languages can automate this task.

XML Encoding

Note

Because the phone firmware can support multiple encodings, the XML encoding should alwaysbe set in
the XML header.

If the XML encoding header is not specified, the phone will default to the encoding specified by the
current user locale.

This behavior is NOT compliant with XML standards, which specify UTF-8 as the default encoding, so
any UTF-8 encoded XML object must have the encoding explicitly set for the phoneto parseit correctly.

The encoding value specified in the XML header must match one of the encodings provided by the IP
Phone in its Accept-Charset HTTP request header, as shown in the example below.

Example

The following examples illustrate UTF-8 and | SO-8859-1 encoding, respectively:
<?xm version="1.0" encodi ng="utf-8" ?>

<?xm version="1.0" encodi ng="iso-8859-1" ?>

For details on setting HTTP header encoding settings, see the “HTTP Encoding Header Setting” section
on page 6-6.

[ oL-20949-01

Cisco Unified IP Phone Services Application Development Notes



Chapter 3

CiscolPPhone XML Objects |

I Application Event Handlers

Application Event Handlers

The Application Manager API (see “Application” section on page 5-18) includes an Application
Management Event Handler which is supported by any displayable object, which are noted in the
following table. The unsupported objects are not contained in a standard application context and are
handled differently by the Application Manager API:

Note

Note

Supported

Unsupported

Ciscol PPhoneM enu

Ciscol PPhoneStatus

Ciscol PPhoneText

Ciscol PPhoneStatusFile

Ciscol PPhonel nput

Ciscol PPhoneDirectory

Ciscol PPhonel mage

Ciscol PPhonel mageFile

Ciscol PPhoneGraphicMenu

Ciscol PPhoneGraphicFileMenu

Ciscol PPhonel conM enu

Ciscol PPhonel conFileM enu

Support for the Application Event Handlersrequires an updated XML Parser (see“ Updated XML Parser
and Schema Enforcement” section on page B-1 for details).

Attributes

The Application Event Handlers can be attached to a supported object by specifying the attributes:

An Application URI with Priority=0 is not allowed in the Application Event Handlers (see “Application”

section on page 5-18).
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Attribute Description

applD I dentifies the application to which this displayable XSI
object belongs. The format of the applD attribute should
be in the format vendor/ product , such as Gi sco/ Uni ty,
but this syntax is not enforced, and the application can
assign any unique identifier.

onAppFocusL ost Invoked when the application loses focus, if:
e The application’s context has lost focus, or

e The application was navigated away from, either
directly by the user, or programmatically by arefresh
header or HTTP push.

Note If aNotify URI isused asthe event handler, a
notification is sent with this default data:
<noti fyApplicati onEvent appld="appld"
type="focusLost"/>

onAppFocusGained |Invoked when the application gains focus, if:

e The application is Active and the application’s
context has gained focus, or

e The application was navigated to, either directly by
the user, or by arefresh header or HTTP push.

Note If aNotify URI isused asthe event handler, a
notification is sent with this default data:
<noti fyApplicati onEvent appld="appld"
type="focusGai ned"/ >

onAppMinimized |Invoked when the application is minimized.

An application can only be minimized programmatically
by acall to App:Minimize, but thisinvocation could occur
by direct action of the user (from a softkey invocation, for
example) or from the application via a push request.

<noti fyApplicationEvent appld="appld"
type="m ni m zed"/ >

onAppClosed Invoked whenever the application closes, if:

e Theapplication'scontext isclosed which will, inturn,
close all applicationsin its stack, or

e Theapplication nolonger exists on the context’s URL
stack because it was navigated out of, or because it
was pruned from the URL stack (stack size exceeded).

Note This event handler cannot contain HTTP or
HTTPS URLSs.

Note If aNotify URI isused asthe event handler, a
notification is sent with this default data:
<noti fyApplicati onEvent appld="appld"
type="cl osed"/ >

Cisco Unified IP Phone Services Application Development Notes
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Event Handler Schema

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schenma"
attri but eFor mDef aul t =" unqual i fi ed">
<xs: el ement name="notifyApplicationEvent">
<xs:conpl exType>
<xs:attribute name="appld" use="required">
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs: m nLength val ue="1"/>
<xs: maxLengt h val ue="64"/>
</xs:restriction>
</ xs: si mpl eType>
</xs:attribute>
<xs:attribute name="type" use="required">
<xs:si mpl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="cl osed"/>
<xs:enumeration val ue="mni m zed"/>
<xs:enuneration val ue="focusLost"/>
<xs:enuneration val ue="focusGai ned"/ >
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
</ xs: conpl exType>
</ xs: el ement >
</ xs: schema>

Example
<Ci scol PPhonel mage appl d="Ci sco/ Unity"

el enent For nDef aul t =" qual i fi ed"

onAppFocusLost =" RTPRx: St op; RTPTx: Stop; Notify: http:server: 80: path"

onAppFocusGai ned="htt p://server/ mai npage/ updat eUl "

onAppCl osed="Not i fy: http: server:80: eventlistener/appC osed">

</ G scol PPhonel nage>
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In addition to the primary phone XSI API, two additional component APIs are available;
e Application Management API, page 4-1
e RTP Streaming API, page 4-1

Application Management API

Note

To address the limited application management, the Application Management APl provides a smoother
hand-off between the call mode and the application mode. The Application API consists of two primary
components:

e Application URI—see the “Application” section on page 5-18

e Application Event Handlers—see the “Application Event Handlers” section on page 3-22

Support for the Application Management API requires an updated XML Parser (see “Updated XML
Parser and Schema Enforcement” section on page B-1 for details).

RTP Streaming API

Note

This XML-based RTP Streaming API allows applications to initiate and observe RTP audio streams. It
extends capabilities beyond the legacy RTP streaming URIs by providing support for stream start/stop
event listeners and the ability to specify other extended stream attributes, such as codec type.

Support for the RTP Streaming API requires an updated XML Parser (see “Updated XML Parser and
Schema Enforcement” section on page B-1 for details).

The event handlers typically use the standard Notification framework (see “Notify” section on
page 5-16), but they can also invoke most other URIs, with the exception of HTTP URLs.

[ oL-20949-01
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Interaction Rules with Legacy RTP URI Streams

The RTP Streaming API allows afull-duplex stream (mode=sendReceive) to be setup as asingle stream
request which simplifiesthe usage of the API. However, in some cases, this creates someinteroperability
issues with the legacy RTP URIs because the legacy RTP URIs send and receive streams separately. The
interaction rules between legacy RTP URI streams and the new RTP Streaming API are as follows:

¢ If anRTP Stop URI isinvoked, and an RTP Streaming API stream is currently streaming in that same
direction, then the entire RTP Streaming API stream is stopped.

For example, if afull-duplex stream is setup through the RTP Streaming APl (mode=sendReceive)
and then an RTPTx:Stop URI isinvoked, the stream will be stopped in both the send and receive
directions (and the onStopped event handler will be called, if present).

e If the stopM edia request (from the RTP Streaming API) does not specify a stream 1D, then the
request will stop all services RTP streams, in any direction (send or receive) and of any type
(multicast and unicast). Thisallows applications using the RTP Streaming API to stop mediastreams
which may have been started by the legacy RTP URIs or by other applications for which a stream
ID is not known.

RTP Streaming Schema

)

Note

The port number parameter of the st art Medi a request is optional and if it is not specified, the phone
selects an available port and returnsiit in the st ar t Medi aResponse object. The port parameter, if
specified, must be an even number in the range of 20480-32768.

<?xm version="1.0" encodi ng="UTF-8"?>
<l-- edited with XML Spy v4.4 U (http://ww. xm spy.com) by Cisco Systens, Inc. (Cisco
Systens, Inc.) -->
<xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema" el emrent For mDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed" >
<xs: el ement name="startMedi a">
<xs: conpl exType>

<xs:all>
<xs: el ement nanme="nedi aStreani’ type="nedi aStreani'/>
</xs:all>

</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="stopMedi a">
<xs:conpl exType>
<xs:al | >
<xs: el enent nane="nedi aSt reant >
<xs: conpl exType>
<xs:attribute name="id" type="xs:string" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >
</xs:all>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement name="st art Medi aResponse"” >
<xs:conpl exType>

<xs:all >
<xs: el ement name="nedi aStreant type="nedi aStreant'/>
</xs:all>

</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="notifyMedi aEvent" >
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<xs: conpl exType>
<xs:all>
<xs: el enent nanme="nedi aStreani >
<xs: conpl exType>
<xs:attribute name="id" type="xs:string"
</ xs: conmpl exType>
</ xs: el enent >
</xs:all>
<xs:attribute name="origin" use="required">
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="user"/>
<xs:enumeration val ue="application"/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
<xs:attribute name="type" use="required">
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs:enumeration val ue="stopped"/>
</ xs:restriction>
</ xs: si nmpl eType>
</xs:attribute>
</ xs: conpl exType>
</ xs: el enent >
<xs:conpl exType nane="nedi aSt r eani >
<xs:all >
<xs: el ement name="type">
<xs:si mpl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="audi 0"/ >
</xs:restriction>
</ xs: si npl eType>
</ xs: el enent >
<xs: el ement nane="codec">
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration value="G 711"/ >
<xs:enuneration val ue="G 722"/ >
<xs:enuneration val ue="G 723"/ >
<xs:enuneration val ue="G 728"/ >
<xs:enuneration value="G 729"/ >
<xs:enuneration val ue="GSM'/ >
<xs:enuneration val ue="W deband"/ >
<xs:enumneration val ue="iLBC'/>
</xs:restriction>
</ xs: si npl eType>
</ xs: el enent >
<xs: el ement nane="node" >
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="send"/ >
<xs:enuneration val ue="receive"/>
<xs:enuneration val ue="sendRecei ve"/ >
</xs:restriction>
</ xs: si npl eType>
</ xs: el enent >
<xs: el emrent nanme="address">
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs: m nLength val ue="7"/>
<xs: maxLengt h val ue="15"/>
</xs:restriction>
</ xs: si mpl eType>

use="required"/>

RTP Streaming APl
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</ xs: el ement >
<xs: el emrent nanme="port"
<xs:si npl eType>
<xs:restriction base="xs:unsignedShort">
<xs: mnl ncl usi ve val ue="20480"/>
<xs: maxl ncl usi ve val ue="32768"/>
</xs:restriction>
</ xs:sinpl eType>
</ xs: el emrent >
</xs:all>
<xs:attribute name="onSt opped”
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs:mnLength val ue="1"/>
<xs: maxLengt h val ue="256"/>
</xs:restriction>
</ xs: si mpl eType>
</ xs:attribute>
<xs:attribute name="recei veVol une"
<xs:si mpl eType>
<xs:restriction base="xs:integer">
<xs: m nl ncl usi ve val ue="0"/>
<xs: max| ncl usi ve val ue="100"/>
</ xs:restriction>
</ xs: si mpl eType>
</ xs:attribute>
</ xs: conpl exType>
</ xs: schema>

m nCccur s="0">

use="optional ">

use="optional ">

Error Schema

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
attri but eFor nDef aul t ="unqual i fi ed" >

<xs: el ement name="error Response" >

<xs: conpl exType>
<xs:al | >
<xs: el ement name="type">
<xs: si npl eType>
<xs:restriction base="xs:string">

el ement For mDef aul t =" qual i fi ed"

<xs:enuneration value="InvalidURL"/>
<xs:enuneration val ue="Inval i dResource"/>
<xs:enuneration val ue="Inval i dResourcel D'/ >
<xs:enuneration val ue="Unavai |l abl eResource"/>
<xs:enuneration value="Inval i dXWM."/>

</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >
<xs: el enent nane="data"
<xs: si npl eType>
<xs:restriction base="xs:string"/>
</ xs:si mpl eType>
</ xs: el ement >
</xs:all>
</ xs: conpl exType>
</ xs: el ement >
</ xs: schema>

nillable="true">
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Examples

Start Media
e Request

HTTP POST / CG / Execute

<start Medi a>

<medi aStream

onSt opped="Notify: http:server:80: pat h/ page”

recei veVol une="50" >

<type>audi o</t ype>

<codec>G. 729</ codec>

<nopde>sendRecei ve</ node>

<address>239. 1. 2. 3</ addr ess>

<port >20480</ port >

</ medi aStr eanp

</ startMedi a>

¢ Response

HTTP200

oK

<nmedi aStream i d="abc123"/ >

Stop Media
e Request

HTTP POST CGl/ Execute
<st opMedi a>

<nmedi aStream i d="abc123"/ >

</ st opMedi a>

¢ Response

HTTP 200 OK

RTP Streaming APl

If the user terminates the media stream by placing the active audio path on-hook, the following
notification is sent:

HTTP POST /server/ pat h/ page

DATA=<not i f yMedi aEvent type="stopped”

<medi aStream i d="abc123"/ >

</ noti f yMedi aEvent >

Errors and Responses

ori gi n="user” >

Error conditions and responses for the RTP Streaming API include:

Applicable
Condition Methods |HTTP Result Code Type Data
Authorization failed |all 401 (Authorization Failed) |N/A N/A
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Applicable
Condition Methods |HTTP Result Code Type Data
Request object does |all 400 (BadRequest) InfalidXML <parser error
not comply with the description>
API's XML schema
Media cannot be startMedia |400 (BadRequest) Unavailable No Media
started because no Resource Resource
DSP resourcesis Available
available to handle
the media
Media cannot be stopMedia |400 (BadRequest) InvalidResourcelD |UnknownMedia

stopped because the
specified stream ID
does not exist

Stream ID:
<stream|D>
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Internal uniform resource identifiers (URIS) provide access to embedded phone features such as placing
calls, playing audio files, and invoking built-in object features.

These sections provide details about the available internal URIs:
e Supported URIs by Phone Model
¢ Device Control URIs
e XML Displayable Object URIs
¢ Multimedia URIs
e Telephony URIs
e Application Management URIs

Supported URIs by Phone Model

Table 5-1 lists the URIs that are supported for Release 7.1(3).

Table 5-1 URIs Supported for Release Cisco Unified IP Phone Services SDK
7941G/7941G-GE,
7961G/7961G-GE,
7942G, 79626,
7906G 7945G, 7965G, 7970G 6921, 9971,
7905G 791G 7921G  |{7940G |IP 71971G-GE {6941, 9951,
URI 7912G  [7931G  [7920G |7925G |7960G |Communicator |7975G 6961 8961
Key X X X X X X X X X1
Softkey X X X X X X X X X
Init X X X X X X X X X
Dial, EditDial X X X X X X X X X
Play X X X X X X X X X
QueryStringParam | X X X X X X X X X
Unicast RTP X X X2 X X X X X X
Multicast RTP X X X X X X X X X
Display — — — — — — X — X

Cisco Unified IP Phone Services Application Development Notes
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Table 5-1 URIs Supported for Release Cisco Unified IP Phone Services SDK (continued)
7941G/7941G-GE,
7961G/7961G-GE,
7942G, 79626,
7906G 7945G, 7965G, 7970G 6921, 9971,
7905G  [7911G 7921G  |7940G |IP 71971G-GE 6941, 9951,
URI 7912G  [7931G  |7920G |7925G |7960G |Communicator [7975G 6961 8961
Vibrate — — X X — — — — —
Notify3 — X — X — X X — X
SendDigits® — X — X — X X — X
Application® — X — X — X X — X

1. Key:Info, Key:Services, Key:Directories, Key:Settings, Key:AppMenu, and Key:Hold are not supported by 9971, 9951, and 8961 models.
2. Only supports one incoming and one outgoing unicast stream and does not support the Volume parameter for RTP Receive streams.
3. Requires Cisco Unified |P Phone firmware version 8.3(2) or later, which contains an updated XML parser. See the “Updated XML Parser and

Schema Enforcement” section on page B-1.

Device Control URIs

These sections describe the device control URIs:

. Key
e Display

Key

The Key URI allows aprogrammer to send an event that akey has been pressed. The system initiates the

event as if the button was physically pressed.

Note that when buttons are pressed with this method, if the button is not present on the phone (hard

button) or not available (softkey) when the URI is processed, the event is discarded.

If the softkey set is changing and disabled while the event is being processed, the request is discarded.

URI Format
Key: n

Where

n = a Key name.
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Table 5-2 lists the Key URIs and the phone models in which these are supported.

Device Control URIs

Table 5-2 Key URIs With Supported Phone Models

7941G/7941G-GE,

7961G/7961G-GE,

79426, 79626,

7906G 7945G, 7965G, 7970G 6921, 9971,
79056 791G 7921G  |7940G |IP 19711G-GE 6941, 9951,

Key URIs 79126 |7931G [7920G |7925G |7960G |Communicator |7975G 6961 8961
Key:Linelto Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:Linel20
Key:KeyPadOto |Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:KeyPad9
Key:Softl to Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:Soft5
Key:KeyPadStar | Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:KeyPadPoun |Yes Yes Yes Yes Yes Yes Yes Yes Yes
d
Key:VolDwn Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:VolUp Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:Headset Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:Speaker Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:Mute Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:NavL eft Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:NavRight Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:NavSelect Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:Info Yes Yes Yes Yes Yes Yes Yes Yes No
Key:Messages Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:Services Yes Yes Yes Yes Yes Yes Yes Yes No
Key:Directories |Yes Yes Yes Yes Yes Yes Yes Yes No
Key:Settings  |Yes Yes Yes Yes Yes Yes Yes Yes No
Key:NavUp Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:NavDwn Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:AppMenu Yes Yes Yes Yes Yes Yes Yes Yes No
Key:Hold Yes Yes Yes Yes Yes Yes Yes Yes No
Key:Featurelto |Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:Featurel20
Key:Sessionlto |Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:Session6
Key:Applications |Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:Contacts Yes Yes Yes Yes Yes Yes Yes Yes Yes
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Table 5-2 Key URIs With Supported Phone Models
7941G/7941G-GE,
7961G/7961G-GE,
79426, 79626,
7906G 7945G, 7965G, 7970G 6921, 9971,
79056 791G 7921G  |7940G |IP 7971G-GE (6941, 9951,
Key URIs 79126 |7931G [7920G |7925G |7960G |Communicator |7975G 6961 8961
Key:FixedFeature |Yes Yes Yes Yes Yes Yes Yes Yes Yes
1
Key:FixedFeature |Yes Yes Yes Yes Yes Yes Yes Yes Yes
2
Key:FixedFeature |Yes Yes Yes Yes Yes Yes Yes Yes Yes
3
Key:NavBack Yes Yes Yes Yes Yes Yes Yes Yes Yes
Key:Release Yes Yes Yes Yes Yes Yes Yes Yes Yes

Unsupported Key URIs and Alternate Options

This section describes the unsupported Key URIsin the phone models and provides alternative options,
if any, for the unsupported URIs.

Table 5-3 Unsupported Key URIs and Alternative Options

Phone Unsupported

Models URI Description and Alternatives

9971, 9951, |Key:Services |The 8900 and 9900 series | P phones does not have a services button.
8961 As such, the “Key:Services” URI is not supported in these phones.

The application has to use the “Init:Services” URI and the
“App:Close” URI to closethe last XSl application launched from the
application. If there is no application open, then the request has no
effect.

Additionally, the Exit softkey takes the application to the previous
screen, and if the application is at the top level, it closes the

application.
9971, 9951, |Key:Info The 8900 and 9900 series | P phones does not have a standalone help
8961 application. Help is provided within the context of each application.
9971, 9951, |Key:Directories |Inthe 8900 and 9900 series | P phonesthe Key:Contacts URI replaces
8961 the Key:Directories URI. You can use Key:Contacts to invoke the

new contacts application in these phones.

9971, 9951, |Key:Settings The 8900 and 9900 series | P phones does not have a single
8961 monolithic settings application. As such the Key:Settings URI is not
supported in these phones.

Cisco Unified IP Phone Services Application Development Notes
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Device Control URIs W

Table 5-3 Unsupported Key URIs and Alternative Options
Phone Unsupported
Models URI Description and Alternatives
9971, 9951, |Key:AppMenu |The 8900 and 9900 series | P phones does not support the
8961 Key:AppMenu URI. All applications are accessed via their
individual Key URIslike Applications, Contacts, and Messages.
9971, 9951, |Key:Hold The 8900 and 9900 series | P phones does not support the Key:Hold
8961 URI.
The Key URI equivalentsfor invoking the standard fixed features are
as follows:
e Toinvoke transfer use Key:FixedFeaturel
e To invoke conference use Key:FixedFeature2
e Toinvoke hold use Key:FixedFeature3

The Display URI is available only on those Cisco Unified | P Phones that have a color backlight on the
phone display, including the Cisco Unified | P Phone 7970G and 7971G-GE. Using the Display URI, you
can control how long the backlight remains on or off.

Note, however, that other administrator-controlled or user-indicated display settings take precedence
over the Display URI. As such, various phone states (such as phone startup, incoming and active calls,
or other user input states) override the Display URI settings.

URI Format
Di spl ay: State: | nterval
Where

State = whether the phone display isturned on or off or set to default to return the display to its specified
state.

Interval = duration (in minutes) in which the phone state remainsin the specified state (unless activated
by automated or user input). Value must be an integer ranging from 0-1440 minutes. If the value is set
to 0, the display remainsin the indicated state indefinitely (unless activated by automated or user input).

For example:
e Display: Off: 60 turnsthe phone display off for 1 hour (60 minutes).
e Display: On: 10 turns the phone display on for 10 minutes.
e Display: Off: 0 turns off the display off until activated.
e Display: Default returnsthe display to its specified state for that time.

[ oL-20949-01
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XML Displayable Object URIs

These sections describe the XML displayable object URIs:
e SoftKey
¢ QueryStringParam

SoftKey

You can execute native softkey functionality when the phone executes a Softkey URI. The SoftKey URI
allows devel opers to customize softkey names and layout in the Services and Directories windowswhile
retaining the functionality that the softkeys provide.

Softkey URIswork in menu items and in softkey itemsin the XML objects for which they natively occur
on the phone.

Note The Softkey URI is not supported in the Execute object.

URI Format
Sof t Key: n
Where
n = one of the following softkey names:
e Back
e Cancel
o Exit
e Next
e Search
e Select
e Submit
e Update
e Did
e EditDia
o <L

Table 5-4 contains valid softkey actions for each X S| object type follow. The URI invokes the native
functionality that each key possesses in the given object context.

Table 5-4 Valid Softkey Actions for CiscolPPhoneObject Types

Edit
IPPhoneObject’ Select |Exit |Update |Submit Search |<< [Cancel [Next Dial |Dial
Ciscol PPhoneMenu X X
Ciscol PPhonel conMenu X X
Ciscol PPhoneText X X
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Table 5-4 Valid Softkey Actions for CiscolPPhoneObject Types (continued)

Edit
IPPhoneObject’ Select |Exit |Update |Submit Search |<< [Cancel [Next Dial |Dial
Ciscol PPhonel mage X X
Ciscol PPhoneGraphicMenu X X
Ciscol PPhonel nput X X2 X X
Ciscol PPhoneDirectory X X |x® x3

1. The SoftkKey URI is not allowed in an Execute object.
2. Only when used under the Directories button.

3. TheSoftKey:Dial and SoftKey:EditDial URIscan beused only for Directory objects, but the Dial :xxx and EditDial:xxx URIs
can be used as the URL of any SoftKeyltem or Menultem. For more details, see the “Telephony URIS” section on page 5-13.

The new generation 8900 / 9900 series | P phones have the following enhancements to their display:

e The positions of the sofkeys have been changed. Moving from left to right, the Exit is the first
softkey followed by the Submit/Select/Update/Next softkey, and finally the Delete softkey.

¢ Inthesubmenu screens, the back arrow icon ( 9 ) replacesthe << or Exit softkeys, and it is placed
in the first (extreme left) position.

¢ The phone displays error messages, like XML Parse error or HTTP failures, in a new window.

QueryStringParam

The QueryStringParam URI allows an application developer to collect more information from the user
with less interaction. When the user performs an action with a softkey, you can either append a query
string parameter to the URL of the highlighted Menultem or append the query string parameter from the
Menultem to the URL of the softkey.

URI Format
QueryStringParam d

Where
d = the data to be appended to a corresponding URL.

Example 5-1 QueryStringParam URI in a CiscolPPhoneMenu object

<Ci scol PPhoneMenu>
<Titl e>Message List</Title>
<Pr onpt >Two Messages</ Pr onpt >
<Menul t en>
<Nanme>Message One</ Nane>
<URL>Quer yStri ngPar am nessage=1</ URL>
</ Menul t e
<Menul t en>
<Nane>Message Two</ Nane>
<URL>Quer yStri ngPar am nessage=2</ URL>
</ Menul t en>
<Sof t Keyl t em>
<Name>Read</ Nane>
<URL>http://server/read. asp</ URL>
</ Sof t Keyl t em>
<Sof t Keyl t en>

Cisco Unified IP Phone Services Application Development Notes
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<Nane>Del et e</ Name>
<URL>http://server/del ete. asp</ URL>
</ Sof t Keyl t en>
</ Ci scol PPhoneMenu>

Example 5-1 shows how to use the QueryStringParam URI in aCi scol PPhoneMenu object. The

Ci scol PPhoneMenu object includestwo Menultemswith QueryStringParam URIs. If the user choosesthe
Menultem(s) with the numeric keypad, the cursor moves to that entry, but nothing executes because the
values are QueryStringParam URIs.

If the user presses either custom softkey, the currently highlighted Menultem URI value gets appended
to the softkey URL that was pressed and requested from the web server.

If you highlight the first Menultem and press the Read softkey, the phone generates the following URL:
http://server//read.asp?message=1

Example 5-2  Selecting an Item with Numeric Keypad Calls the URL

<Ci scol PPhoneMenu>
<Titl e>Message List</Title>
<Pr onpt >Two Messages</ Pronpt >
<Menul t en»
<Nanme>Messae One</ Nanme>
<URL>http://server/ nessages. asp?nessage=1</ URL>
</ Menul t en>
<Menul t en»
<Nane>Messae Two</ Nanme>
<URL>http://server/ nessages. asp?nessage=2</ URL>
</ Menul t e
<Sof t Keyl t em>
<Nane>Read</ Nanme>
<Posi ti on>1</ Positi on><URL>QueryStri ngParam acti on=r ead</ URL>
</ Sof t Keyl t em>
<Sof t Keyl t en>
<Nane>Del et e</ Nane>
<Posi ti on>2</ Posi ti on><URL>QuerySt ri ngPar am acti on=del et e</ URL>
</ Sof t Keyl t en>
</ Ci scol PPhoneMenu>

The Cisco Unified | P Phones allow you to implement the QueryStringParam URI in either manner
although Example 5-2 is not as efficient as Example 5-1. Choose the best way to perform the action
based on your applications needs.

Example 5-2 does have a slight advantage in that if the user chooses an item with the numeric keypad,
the URL gets called. Thiswould allow you to invoke some default behavior such asto read the message
in the example. By highlighting the first message and pressing the Read softkey, the phone creates the
following URL : http://server/messages.asp?message=1& action=read

Using the QueryStringParam URI reduces the size of the XML objects that you generate by not having
to repeat redundant portions of a URL in every Menultem.

Cisco Unified IP Phone Services Application Development Notes
m. 0L-20949-01 |



| Chapter5

Internal URI Features

Multimedia URIs

Multimedia URIs

These sections describe the multimedia URIs:
e RTP Streaming
e Play
e Vibrate

RTP Streaming

Note

You can invoke RTP streaming via URIs in services. You can instruct the phone to transmit or receive
an RTP stream with the following specifications:

¢ RTPRx
e RTPTx
e RTPMRX
e RTPMTx

For some Cisco Unified IP Phone models, the RTP Streaming URI's have been deprecated by the RTP
Streaming API. See the “RTP Streaming API” section on page 4-1.

The supported format of the RTP stream is as follows:
¢ Thecodecis G.711 mu-Law.
e The packet size is 20 ms.
The following list gives these possible Ciscol PPhoneError codes:
e Error 1 = Error parsing Ci scol PPhoneExecut e object
e Error 2 = Error framing Gi scol PPhoneResponse object
e Error 3 = Internal file error
e Error 4 = Authentication error

Interaction with Call Streaming
e Existing Tx URI streams will be terminated if a new call begins or an existing call is resumed

e Tx URI stream requests received when a call is active will be rejected with an er r or No=4
unaut hori zed. If acall isin aHeld state (connected but not actively streaming), the Tx URI request
will be accepted, but will be terminated if the call is resumed.
>
Note  Returningerror No=4 allowsthe application to distinguish thiserror from the normal error No=1
busy response.

¢ Existing Rx URI streams will be terminated if a new call begins or an existing call is resumed.

[ oL-20949-01
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The user has no explicit mechanism for terminating the Rx URI stream independent of the call.
Thus, if the Rx stream is not terminated automatically, it would continue to play. For example, a user
islistening to Internet radio feed and gets an incoming call. The user answers the call, which either
closes or minimizes the Internet radio X S| application. Otherwise, the user has no intuitive way to
stop the music stream.

¢ New Rx URI stream requests received during an active call will be accepted (whisper), but the
volume parameter of the URI will be ignored.

If the Rx URI request was done via push, then the associated application is responsible for using
push Priority attributes and for stopping and starting the stream.

If the user initiates the Rx URI viaan application, then the user likely is not concerned about having
the audio mixed with the current call. However, they should also be presented with an option to stop
the application, when needed.

¢ For the Rx URI, the Mute indicator light is only lit when both these conditions are met:
— There are no active transmit streams from either a call or an XML services stream, and
- Thereisat least one active receive stream

For example, if an active call is ended or put on hold while a Rx URI stream is active, the Mute
indicator will light.

e If aRx or Tx URI request is received and there is already an active XML services stream in that
direction, then aresponsewith error No=1 Tx/ Rx i s al ready active will bereturned. The previous
stream must be terminated (either by the user or by an RTP Stop URI) before a new stream can be
started.

This response provides visibility to the application if the phone is currently busy. It then allows the
application to decide whether or not to terminate the existing stream and start a new one, rather than
being controlled by the phone firmware.

RTPRx

The RTPRx URI instructs the phone to receive a Unicast RTP stream or to stop receiving Unicast or
Multicast RTP streams.

URI Formats
RTPRx: i :p:v
RTPRx: St op

Where
i = the IP Address from which the stream is coming.

p =the UDP port on which to receive the RTP stream. Ensure that thisis an even port number within the
decimal range of 20480 to 32768. If no port is specified, the phone chooses a port and returns it when
initiated by a push request.

Stop = the parameter that will stop any active RTP stream from being received on channel one

v = the optional volume setting that controls the volume of stream playout. The supplied value is a
percentage of the maximum volume level of the device and must be in the range 0-100. The phone
convertsthe specified percentage into the closest device-supported volumelevel setting and usesit. After
the initial volume level gets set and the stream starts, you can manually change the volume level as
needed. If the optional volume parameter does not get included, the current volume setting on the phone
gets used as the default.
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RTPMRx

RTPMTx

Multimedia URIs

Use the RTPTx URI to instruct the phone to transmit a Unicast RTP stream or to stop transmitting
Unicast or Multicast RTP streams.

URI Formats

RTPTX:i:p

RTPTx: St op

Where

i =the IP Address to which an RTP stream is transmit ed.

p = the UDP port on which to transmit the RTP stream. Ensure that thisis an even port number within
the decimal range of 20480 to 32768.

Stop = the parameter that will stop any active RTP stream from being transmitted on channel one.

The RTPMRx URI instructs the phone to receive a Multicast RTP.

URI Format

RTPMRX: i :p:v

Where

i =the Multicast IP Address from which to receive an RTP stream.

p = the Multicast UDP port from which to receive the RTP stream. Ensure that thisis an even port
number within the decimal range of 20480 to 32768.

v = the optional volume setting that controls the volume of stream playout. The supplied value is a
percentage of the maximum volume level of the device and must be in the range 0-100. The phone
convertsthe specified percentage into the closest device-supported volumelevel setting and usesit. After
the initial volume level gets set and the stream starts, you can manually change the volume level as
needed. If the optional volume parameter does not get included, the current volume setting on the phone
gets used as the default.

The RTPMTx URI instructs the phone to transmit a Multicast RTP stream.

URI Formats

RTPTx:i:p

Where

i = the Multicast |P Address to which an RTP stream is transmitted.

p = the Multicast UDP port on which to transmit the RTP stream. Ensure that thisis an even port number
within the decimal range of 20480 to 32768.
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Play

The Play URI downloads an audio file from the TFTP server and plays through the phone speaker. This
same mechanism also playsring files, and the format of the filesisthe same. You could use the Play URI
to play filesthat arein the Ringlist.xml or those that are not. If the phoneis equipped with an MWI light,
it will be flashing while the audio file is playing, providing a visual alert as well.

Note  The Play URI isa synchronous request. If the request is pushed to the phone viaHTTP, the HTTP
response (Ciscol PPhoneResponse object) is not returned until after the playback has completed.

Interaction with Incoming Calls

The Play URI and incoming calls (ringing) have equal priority access to the DSP ringer resources
resulting in the following interactions:

e If aPlay URI is currently playing, an incoming call (ringing) will not preempt the Play URI; the
Play URI will finish playing first.

¢ If the phoneisringing and a Play URI request is sent to the phone, the execution of the Play URI
defers until the phone stops ringing (the DSP ringer resource becomes available) and then the Play
URI will play.

URI Format

Pl ay: f

Where

f = the filename of araw audio file in the TFTP path (such as Play:Classic2.raw).

The audio filesfor the rings must meet the foll owing requirements for proper playback on Cisco Unified
IP Phones:

e Raw PCM (no header)

e 8000 samples per second

¢ 8 hits per sample

e uLaw compression

e Maximum ring size—16080 samples

e Minimum ring size—240 samples

¢ Number of samplesin thering is evenly divisible by 240.
¢ Ring starts and ends at the zero crossing.

To create PCM files for custom phone rings, you can use any standard audio editing packages that
support these file format requirements.

Vibrate

The Vibrate URI isavailable on the Cisco Unified IP Phones 7920G, 7921G, and 7925G wireless phone
models, and it enables third-party applications to invoke the phone’s vibration capabilities for silent
alerts, similar to the way in which the Play URI plays audible alerts. If the Vibrate parameters are not
specified or if the device is unable to support custom Vibrate sequences, the device will execute its
default vibrate sequence.
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URI Format
Vi br at e: vi brat eDur ati on: si | enceDur ati on: count
Where

vibrateDuration = duration (in milliseconds) in which the vibrate state remains on. Value must be an
integer ranging from 0-65536 milliseconds.

silenceDuration = duration (in milliseconds) in which the vibrate state remains off. Value must be an
integer ranging from 0-65536 milliseconds.

count = number of times to repeat the vibrate on and off sequence.
For example;
e Vibrate: 1000: 0: 1 initiates asingle vibrate for 1 second.

* Vibrate: 500: 1500: 5initiates five vibrations each lasting for 500 ms. followed by 1500 ms of
silence.

Telephony URIs

Dial

These sections describe the telephony URIs:
e Dia
¢ EditDial
¢ SendDigits

The Dia URI initiates a new call to a specified number. The Dial URI invokeswhen it is contained in a
menu item, the menu item is highlighted, and the device is taken off hook.

Activate the Dial URI by one of the following:
¢ Line button
e Speaker button
e Headset button
e Handset hook switch
e Norma menu item
e Softkey item selection

URI Format

Di al : {di al Sequence}[:{useAppU }: {applicationld}[:audi bl eFeedback]]
Where

dialSequence = The sequence of DTMF digits to be dialed. Commas represent 1 second pauses.
Value Type: String

Values: minLength=0, no maxL ength, can only contain 0123456789#* ABCD,

Default value: N/A
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EditDial

SendDigits

useAppUIl = Specifies whether or not this application will be used as the user interface for this call. A
value of true will cause the application to keep Ul focus when the call is made instead of switching to

the Call Ul application. The appld must be specified or this param will have no effect —it will always be
false.

Value Type: boolean

Values: 0 or 1 (O=false 1=true)

Default value: 0

applicationld = The unique name of the XSI web application requesting this call
Value Type: String

Values: minLength=1, no maxL ength, cannot contain semicolons — should be in the format
Company/Product.

Default value: Nil which means this dial request will not be associated with any application

audibleFeedback = Whether or not to provide audible feedback to the user when the DTMF digits are
dialed.

Value Type: Boolean
Values: 0, 1 (O=false 1=true)
Default value: 1

The EditDial URI initiates a new call to a specified number. The EditDial URI invokes when it is
contained in a menu item and the menu item is highlighted.

Activate the EditDial URI by one of the following:
¢ Line button
e Speaker button
e Headset button
¢ Handset hook switch
¢ Normal menu item

e Softkey item selection

URI Format

EditDial : n

Where

n = the number dialed (such as EditDial: 1000).

The SendDigits URI instructs the phone to send a specified sequence of DTMF digitsin-band within the
media stream of the current active (streaming) call.
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Audible feedback to the user can be enabled or disabled and an optional application ID can be specified
to ensure that the DTMF digits will only be sent to the call which is associated with a specific
application.

URI Format
SendDi gi t s: dt nf Sequence: audi bl eFeedback: : applicationld
Where

dtmfSequence = the sequence of DTMF digitsto be sent. Value must contain only 0123456789#* ABCD

audibleFeedback = indicates whether to provide audible feedback to the user asthe DTMF digits are
entered. Values can be O (false) or 1 (true).

applicationld = optional identifier of the application associated with the call which must receive the
DTMF digits. Value must be 0-64 and cannot contain colons. The default value is null indicating that the
active call should receive the DTMF digits, regardless of any application association.

For example:

e Makeacall using acalling card service that implements these steps:

1. Connectsto a 800 calling card service (using the Dial URI)

Application waits to give call time to connect
Dials the destination number, ensuring that the digits can only be dialed from this application.
Pauses 2 seconds
Dials the calling card number
Pauses 1 second

N e o B w N

Dials the pin number
<Ci scol PPhoneExecut e>
<Executeltem URL="Di al : 918005551212: 1: Ci sco/ Di al er"/ >
</ Ci scol PPhoneExecut e>
<Ci scol PPhoneExecut e>
<Executeltem URL="SendDi gi ts: 6185551212, , 987654321, 1234: 1: Cisco/Dial er"/ >
</ Ci scol PPhoneExecut e>

Error and Response

When the SendDigits URI isinvoked via an Execute object, it will use the standard URI Status and Data
values in Responseltems:

Condition Status Data

Executed successfully 0 (Success) Success

URI syntax isinvalid 1 (Parse error) Invalid URI
URI is not supported 6 (Internal error) |URI not found

Unable to execute URI because there currently isno |6 (Internal error) |No Active Call
active (streaming) call

Unable to execute URI because the current active 6 (Internal error) |[No Active Call for
(streaming) call is not associated with the specified Application
application
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Condition

Status Data

Phone is temporarily unable to execute URI due to 6 (Internal error) |<Failure>

some other transient issue

Application Management URIs

Init

Notify

These sections describe the application management URIs:
e |nit
¢ Notify
e Application

The Init URI allows an application to initialize a feature or data with the argument that is passed with
the URI.

URI Format

Init:o

Where

0 = the Object name.
Valid object name:

Cal | Hi st ory—When the phone encounters an Init:CallHistory URI, it clears the internal call history
logs that are stored in the phone. This action initializes Missed Calls, Received Calls, and Placed Calls.

Ser vi ces—When the phone encounters an Init: SERVICES URI, it closes the Services application. If
Services is not currently open, it has no effect.

Messages—When the phone encounters an Init:Messages URI, it closes the Messages application. |If
Messages is not currently open, it has no effect.

Di r ect ori es—When the phone encountersan Init:Directories URI, it closesthe Directories application.
If Directoriesis not currently open, it has no effect.

The Notify URI generates network notificationsto back-end applications. Thisfeatureis most useful for
XSl objects that support action handlers (such as displayable X Sl objects and RTP streams). For
example, use the Notify URI to deliver notifications to back-end applications when an X SI application
is closed or when an RTP stream is terminated.

You can also specify the Notify URI in place of most fields that accept ageneric URI, including softkeys
and menu items. For example, you can call the Notify URI from a softkey or menu item to trigger a
back-end event that does not require an interface change, such as manipulating the state of audio streams
or other non-visual resources. The Notify URI also works in conjunction with the QueryStringParam
URI, such that the exact contents of the QueryStringParam data will be used as the Notify URI data.

Cisco Unified IP Phone Services Application Development Notes
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The Notify URI isnot madein the context of an XSl application session and does not contain any HTTP
cookie or session information. Thus, the back-end application cannot rely on HTTP cookies or session
information to uniquely identify the client or application. Instead, the application must embed any
necessary information in the Notify path and data fields, or leave the data field empty and rely on any
default information provided by the specific event handler.

Note  The Notify URI is not supported in the Execute object.

URI Format
Noti fy: protocol: host: port: path: credential s:data

Where
protocol = network protocol to use for the Notify connection; http is the only supported protocol.

host = network host designated to receive the notification. Value must be entered as a hosthame or IP
address.

port = network port to use for the Notify connection. Value must be a number from 1-65535.
path = protocol-specific information. Value cannot contain colons or semicolons.

credentials = optional protocol-specific credentials used to authenticate to the server. For HTTP, thisis
a base64-encoded version of useri d: passwor d. Value cannot contain colors or semicolons. If the
credentials parameter is not specified or if it is null, no Authorization header will be included in the
request. The HTTP notification service will retry the request 3 times before failing and logging an error

message.
data = optional application-specific event data. Value cannot contain semicolons.
For example:

e Called from RTP onStreamStopped Event Handler, no credentials, with data:

Notify: http: nyserver:8080: pat h/ st reanmhandl er ?event =st opped:
:ny St r eantt oppedDat a

HTTP POST / pat h/ st reanmhandl er ?event =st opped HTTP/ 1.1

Accept: */*

Cont ent - Type: application/x-wwformurl encoded; charset="UTF-8"
Host: nyserver: 8080

Content -Length: 23

DATA=ny St r eantst oppedDat a

e Called from RTP onStreamStopped Event Handler, no credentials, no data:
Noti fy: http: server:8080: pat h/ st reamhandl er ?event =st opped

HTTP POST [/ pat h/ streamhandl er ?event =st opped HTTP/ 1.1

Accept: */*

Content - Type: application/x-ww-formurl encoded; charset="UTF-8"
Host: nyserver: 8080

Content - Lengt h: 40

DATA=<not i f ySt r eantt opped i d="streanl”/ >

¢ Called from SoftKey, with credentials, with data:

Notify: http: nyserver:8080: pat h/ st reanmhandl er ?event =st opped:
8f h4ahf 7s7dhf : nyStreantt oppedDat a
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HTTP POST [/ pat h/ streamhandl er ?event =st opped HTTP/ 1.1

Accept: */*

Aut hori zati on: Basic 8f h4hf 7s7dhf

Cont ent - Type: application/ x-wwformurl encoded; charset="UTF-8"
Host: nyserver: 8080

Content -Length: 23

e Called from SoftKey, no credentials, no data
Notify: http:server: 8080: pat h/ st reanmhandl er ?event =st opped

HTTP POST [/ pat h/ streamhandl er ?event =st opped HTTP/ 1.1

Accept: */*

Content - Type: application/x-wwformurl encoded; charset="UTF-8"
Host: nyserver: 8080

Content-Length: 5

e Called from SoftKey with QueryStringParam URI:

<Ci scol PPhoneMenu>
<Menul t em>
<Name>Voi cenai | 1</ Nanme>
<URL>QueryStringParam i d=1</ URL>
</ Menul t emr>
<Menul t en>
<Name>Voi cenui | 2</ Nane>
<URL>QueryStri ngParam i d=2</ URL>
</ Menul t en>
<Sof t Keyl t en»
<Name>P| ay</ Nane>
<URL>Noti fy: http:vnail Srvr:8080: pat h/ pl ay</ URL>
</ Sof t Keyl t en>
</ G scol PPhoneMenu>

If the Voicemail2 menu item was selected when the Play softkey was pressed, the following

notification would be sent:

HTTP POST /path/play HTTP/ 1.1

Accept: */*

Cont ent - Type: application/x-wwformurl encoded; charset="UTF-8"
Host: vmmil Srvr: 8080

Content-Length: 9

DATA=i d=2

Application

The Application URI isacomponent of the Application Management API, which provides an improved
hand-off between call mode and application mode. The Application URI allows applications to request
changesto their application or window state. Applications can request to change focus, to be minimized,

or to be closed.

Note  The other component of the Application Management API is the Application Management Event

Handler, see the “Application Event Handlers” section on page 3-22 for details.

When an Application URI request is made, it has a specific application associated with it (not just the
application context) and that action can only be taken on that specific application. The Application
specified in the appl d parameter (of the displayable XML object) must be active at the time the action

is requested, or an error will be returned.
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This prevents open, but not active, applications which are buried on the application “ stack” from closing
the entire application context which would also close the active application, potentially disrupting the
user’s interaction with the application. This also means that if an application closes or becomes
non-active (for example, if user navigates out of an application, or a new application is pushed to the
context) any pending Application URI requests are immediately cancelled.

~

Note  The 6900 series |P phones cannot add phone service under application due to hardkey mapping.

URI Format
App: action:priority:idleTimer:applicationld

Where
action = action to be taken with the application. Values include:

¢ RequestFocus—M akes a request to the application manager to bring the application context
(window) containing this application into focus (maximize). Thisis a request, not a demand, as
higher priority applications may prevent the application from actually gaining focus. Applications
must use onAppFocusGained event handlers (see the “Application Event Handlers” section on
page 3-22) to know when focus is actually gained.

- If therequested application is Open, but not currently Active, thisrequest will not succeed (error
response).
- If the application already has focus, the request has no effect.
¢ ReleaseFocus—Makes a request to the application manager to relinquish focus to another

application context (essentially, a“ move-to-back” request). Applications must use onA ppFocusL ost
event handlersto know when focusis actually lost (see the “Application Event Handlers” section on

page 3-22).
- If the application does not have focus, the request has no effect.

- If there are no other applications open (available to receive focus) then this application will
retain focus.

¢ Minimize—Makes arequest to the application manager to minimize the application context
containing this application. This request always results in the application (eventually) being
minimized. If the application has focus when this URI executes, the onAppFocusL ost event handler
will be invoked first, then the onAppMinimize handler (see the “Application Event Handlers”
section on page 3-22).

- If therequested application is Open, but not currently Active, thisrequest will not succeed (error
response).
— If the application is already minimized, the request has no effect.

¢ Close—Makes arequest to the application manager to close the application context containing this
application.

- If therequested application is open, but not currently active, this request will not succeed (error
response). This request will result in the application context (and all applications within that
context) being closed.

- If the application has focus when this URI executes, the onAppFocusL ost event handler will be
invoked prior to the onAppClosed event handler (which will always be invoked).

priority = priority at which the action should be take. Values include:

[ oL-20949-01
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e 0—Do immediately, even if user is interacting with the phone. This priority is unavailable if the
Application URI is contained within an Application Management Event Handler (see the
“Application Event Handlers” section on page 3-22).

e 1—Do when user is done interacting with the phone.
e 2—Do only if the user is not interacting with the phone.

idleTimer = duration of time (in seconds) the phone or application must be idle before the action should
be taken. Values must range from 10-86400 (seconds); default is 60 seconds. The idleTimer value has

no effect on priority=0 requests. Any pending timers are automatically cancelled when the displayable
object changes for an application context.

applicationld = optional identifier of the application on which the action should be taken. Values must
range in length from 1-64 string characters and cannot contain colons. The default value is the
application of the displayable object in which the URI is defined.

~

Note If the Application URI is used in an Executeltem, you must specify the applicationld because
the application context of the request cannot be inferred.

Error and Response

All Application URI requests are asynchronous, so the only return value indicates that the URI was
successfully parsed and that the specified application was valid and currently active in its context. The
application is notified of the actual state change asynchronously via the event handlers.

Condition Status Data

Executed successfully 0 (Success) Success

URI syntax isinvalid 1 (Parse error) Invalid URI

Unknown application ID 6 (Internal error) |Unknown Application ID
Request made to change state of an application that is |6 (Internal error) |Application isnot Active
not current active
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HTTP Requests and Header Settings

Cisco Unified 1P Phones use HTTP to communicate to external applications. The phone firmware
includes both an HTTP client for making requests, and an HTTP server for receiving requests. This
chapter describes the capabilities of the HTTP interface.

This chapter contains the following sections:
e HTTP Client Requests (HTTP GET)
e HTTP Server Requests (HTTP POST)
e HTTP Header Settings
¢ |dentifying the Capabilities of 1P Phone Clients
e Accept Header
e Accessing |P Phone Information

HTTP Client Requests (HTTP GET)

The following description designates how HTTP client requests are handled:
1. The Cisco Unified IP Phone HTTP client performs an HTTP GET for a specified URL.
The HTTP server processes request and returns an XML object or plain text.
The phone processes the supported HTTP headers.
The phone parses the XML object if ContentTypeistext/xm .

LA S

The phone presents data and options to the user, or in the case of a Ciscol PPhoneExecute object,
begins executing the URIs.

HTTP Server Requests (HTTP POST)

The following description designates how an HTTP server request is made to the phone viaan HTTP
POST operation:

1. The server performs an HTTP POST in response to a case-sensitive URL of the phone with this
format: http://x.x.x.x/CGIl/Execute, where x.X.x.x represents the |P address of the destination
Cisco Unified IP Phone.

Cisco Unified IP Phone Services Application Development Notes
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Tip

Note

2.
3.
4.

The form that is posted should have a case-sensitive form field name called “XML” that contains
the desired XML object. For any HTTP POST operation, the server must provide basic HTTP
authentication information with the POST. The provided credentials must be of a user in the global
directory with a device association with the target phone.

If the credentials are invalid, or the Authentication URL is not set properly in the
Cisco Unified Communications Manager Administration, the phone will return a
Ciscol PPhoneError with a value of 4 (Authentication Error) and processing will stop.

The phone processes the supported HTTP headers
The phone parses and validates the XML object

The phone presents data and options to the user, or in the case of a Ciscol PPhoneExecute object,
begins executing the URIs.

Any HTTP POST object islimited to 512 bytes in size. Larger objects (such as images) can only be
delivered to the phoneviaHTTP GET. So, to push large objectsto the phone, the server application must
take an indirect approach. To do this, push an Execute object to the phone that contains an Executeltem
pointing to the URL of the large object.

JTAPI also can push an XML object directly to an IP phone, with the added benefit of not requiring
authentication (since the JTAPI connection itself is already authenticated). This option works
particularly well for adding XML services interfaces to existing CTI applications (where the overhead
of the CTI connection is already a requirement). Objects pushed via JTAPI are also limited to a
maximum size of 512 bytes. See the Cisco Unified Communications Manager JTAPI Developer Guide
for more information.

HTTP Header Settings

The following list provides definitions for HTTP header elements for Cisco Unified IP Phone Services:

“Refresh” —sets the refresh time (in seconds) and URL
- If notimeisset or it is zero, the refresh gets set to manual.
— If no URL is set, the current URL gets used.

See the “HTTP Refresh Setting” section on page 6-3 section.

ContentType —notifies the phone of the MIME type that was sent. See the “MIME Type and Other
HTTP Headers” section on page 6-4 section.

“Expires’—sets the Date/Time in GMT when the page is to expire.

Pages that have expired before being loaded do not get added to the URL stack in the phone. The
phone does not cache content. See “ Content Expiration Header Setting” section on page 6-4 for
more information.

“Set Cookie” - see “ Set-Cookie Header Setting” section on page 6-5
“HTTP Encoding Header Setting” section on page 6-6
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HTTP Refresh Setting

The HTTP headers that are sent with any page from an HTTP server can include a Refresh setting. This
setting comprises two parameters: atime in seconds and a URL. These two parameters direct the
recipient to wait the time given in the seconds parameter and then get the data to which the URL points.

HTTP Header Settings

The Cisco Unified IP Phone HTTP client properly supports this setting, which gives a great deal of
power to service developers. It means that a new page can replace any XML object that displays after a

fixed time.

Figure 6-1 shows an example of how to use the refresh setting. This sample page shows the user the

current value of Cisco stock.

1. A splash screen that displays the Yahoo logo.

2. After avery short time, it displays the numeric Cisco stock parameters.

3. Finally, it shows a graph of Cisco intraday stock performance. The display then repeatedly cycles
between the final two views.

Figure 6-1 Refresh Display Sample

(1)
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[ou's Range(BT. 1875 - R4, 3l
[ate: 72002000 Time:401PM

]

Make Yaur Selection. ..
Update Exit

N

C5C0 - Intradoy Chart
Update Exit

85604

Refreshing the display can occur without user intervention, because the display automatically cycles if
atimer parameter is specified. On any given screen, however, the user can force an immediate reload by
pressing the Update softkey. Also, if atimer parameter of 0 was sent in the header, the page never
automatically reloads. In this case, the display will move to the next page only when the Update softkey

is pressed. If no refresh URL is specified, the current page gets rel oaded.
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MIME Type and Other HTTP Headers

Although delivering pages with the proper MIME type and other formatting items is not difficult, it
requires moderately in depth knowledge of your web server. The following code excerpt, written in
JavaScript and used with Microsoft I1S and ASP, sets these values in afew lines:
<%@ Language=JavaScri pt %
<%
Response. AddHeader ( "Refresh",
"3; url=http://services.cisco.coms/q.asp");
Response. Content Type = "text/xm";
11l
/1 Additional page content here
11l
%

Usually, you can set the MIME type for pagesin any web server by simply performing an association to
the .xml file extension. Your web server documentation should explain how to accomplish this. This
action allows you to serve static pages without the need for writing script.

If you want to deliver dynamic content by using the other supported HTTP headers, you will need to
understand how to generate the HTTP headers by using the desired programming language and have
common gateway interface (CGl) or script access on the target web server.

Audio Clips

You can serve audio clipsto the phone from aweb server by using the “audio/basic” MIME type setting.
When thisMIME typeis used, the body of the response should contain raw audio datain the same format
that is used for custom Cisco Unified |P Phonerings. Refer to the chapter on “ Custom Phone Rings” in
the Cisco Unified Communications Manager System Guide (also available in the online help).

Note  The audio file should not be longer than five seconds.

Use the following ASP sample script to set the MIME type and to serve the file that is specified in the
#include command:

<%@ Language=JavaScri pt %

<%

Response. Cont ent Type = "audi o/ basic";

%<!--#include file="filenanme.raw' --><% Response. End(); %

Using script to generate the MIME header when playing a sound provides an advantage because you may
also include arefresh header to take the phone to a subsequent URL . Usually, you can set the MIME type
for pagesin any web server by simply performing an association to the .xml or .raw file extension. Your
web server documentation should explain how to accomplish this. This action allows you to serve static
pages without the need for writing script.

Content Expiration Header Setting

The expiration header can control which URL s are added to the phone URL history. Thisbehavior differs
slightly from traditional web browsers but is implemented to perform the same function. Disable the
back button functionality to avoid calling a URL twice.
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This functionality allows you to make the content of any page that is sent to the phone expire. When a
user presses the Exit softkey, the user goes back to the last URL that did not expire when it was loaded.
This differs from traditional browsers by not considering the current freshness of the data but the
freshness of the data when the URL was requested. This requires you to have a page expire when it is
first loaded and to not set atime and date in the future.
The following example shows how to have content on 11S expire by using Active Server Page (ASP):
<%@ Language=JavaScri pt %
<%

Response. Cont ent Type = "text/xm";

Response. Expires = -1;
%

The “Expires” property specifies the number of minutes to wait for the content to expire. Setting this
valueto -1 subtracts 1 minute from the request time and returns a date and time that have already passed.

Set-Cookie Header Setting

A “cookie” isaterm for amechanism that the Web server uses to give the client a piece of data and have
the client return the data with each request. The two traditional uses for cookies are:

e For Web sites to store a unique identifier and/or other information on the client's file system. The
information is available to the Web server on subsequent visits.

e Totrack aunique identifier for state management. The client returns the cookie with each request
and the server uses this identifier to index information about the current session. The identifier is
commonly referred to as a session ID. Most Web servers have a built-in session management layer
that uses this second type of cookie, which is commonly referred to as a session cookie.

The following example shows the Set-Cookie header that is returned to the browser when a request
method is used:

Set - Cooki e:  ASPSESSI ONI DGQGQGRLS=0CPNMLFDBJ| PNI OOKFNFMOAL; pat h=/

The Cisco Unified | P Phone can receive and use atotal of four cookies per host per session and can store
information for up to eight sessions at once. Each cookie can be up to 255 bytesin size. These cookies
are available until the server terminates the session or the client session has been idle for more than 30
minutes. On the latest generation phones which are capable of running multiple applications
concurrently (Cisco Unified | P Phones 7970G, 7971G, 7961G, 7941G, 7911G), the session state is also
cleared whenever the application window closes. This behavior is consistent with PC-based browsers
and provides better security since anyone attempting to reopen a secure application would be forced to
authenticate. If the client is connecting to a new server and all session resources are in use, the client
clears and reuses the session with the longest inactivity time.

When using ASP on I1S the default server configuration automatically generates a session cookie and
sends it to the client using the Set-Cookie header. This enables you to utilize the Session object from
within ASP to store and retrieve data spanning multiple requests for the life of the session. When using
JSP on Tomcat, the default configuration generates and issues a session cookie.
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HTTP Encoding Header Setting

Accept-Language

Accept-Charset

The encoding header controls language and character settings related to localization.

Cisco Unified I P Phones populate the Accept-Language HTTP request header in compliance with the
HTTP specification.

For example, the Accept-Language value advertised by a phone configured for the
English_United_States user locale would look like:

Accept - Language: en-US

As of thisrelease, the phones are capable of handling UTF-8 encoding and, depending on phone model,
some degree of Unicode support.

The phone models (such as the 7940, 7960, 7905 and 7912) can handle UTF-8 encoding, but will only
recogni ze characters which can be represented by the default encoding of the phone's current user locale.
For example, if the phone is currently configured to use the English_United_States locale, then it will
only be able to display UTF-8 characters which map to the 1SO-8859-1 character set.

The phone models (such as the 7970, 7971, 7941, 7961, and 7911) provide UTF-8 and true Unicode
support. These phones provide support for more multi-byte character sets and user local es like Japanese
and Chinese.

In addition to the character set for the currently configured user local e, the new phone models will also
support 1SO-8859-1 characters in their font files.

All phoneswill advertise their supported encodings using the standard HT TP Accept-Charset header. Per
HTTP standard, g-values are used to specify preferred encodings. The older phone models, with more
limited UTF-8 support, will specify alower g-value for UTF-8 than the default user locale encoding.

For example, an older phone model configured with the English_United States user locale would
include an Accept-Charset header similar to the following:

Accept - Charset: is0-8859-1, utf-8;0=0.8
A newer phone model with Unicode support would advertise an Accept-Charset similar to the following:
Accept - Charset: utf-8,iso-8859-1;g=0.8

HTTP Response Headers: Content-Type

Because the phones are capable of supporting multiple character encodings, HT TP responses returned
to the phones should include the 'charset' parameter on the HTTP Content-Type header. Examples of
responses including the “charset” parament are shown below:

Content-Type: text/xm ; charset=]SO 8859-1

Content-Type: text/xm ; charset=UTF-8

Content-Type: text/plain; charset=Shift_JIS

HTTP standards state that if the encoding is not explicitly specified, |SO-8859-1 is the
default.Cisco Unified IP Phones are typically compatible with this spec, but not fully compliant.
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If 'charset' is not specified, the phones will use the default encoding for the currently configured user
locale. So to avoid possible problems where the phone's default encoding may NOT be 1SO-8859-1, the
web server should explicitly set the Content-Type charset (which must match one of the Accept-Charset
values specified by the phone).

Identifying the Capabilities of IP Phone Clients

XML servicesare supported on many Cisco Unified | P Phones, so web application servers must identify
the capabilities of the requesting IP phone to optimize the content returned to the phone. For example,
if the requesting phoneisa Cisco Unified I P Phone 7960, which cannot support color PNG images, the
application server must be able to identify this and return a gray scale CIP image instead.

The IP phone client request to send the relevant information from the I P phone to the web server
application includes three (3) HTTP headers:

¢ x-CiscolPPhoneModelName
¢ x-Ciscol PPhoneDisplay
¢ Xx-Ciscol PPhoneSDK Version

x-CiscolPPhoneModelName

This Cisco-proprietary header contains the Cisco manufacturing Model Name of the device, which can
typically be found by going to Settings > Model I nfor mation, but varies between different models.
Some exampl es of manufacturing Model Names are CP-7960, CP-7960G, CP-7940G, CP-7905G, and
CP-7970G.

x-CiscolPPhoneDisplay

This Cisco-proprietary header contains the display capabilities of the requesting device with the
following four parameters (listed in the order in which they appear):

e Width (in pixels)

e Height (in pixels)

e Color depth (in bits)

¢ A single character indicating whether the display is color ("C") or gray scale ("G")

These parameters get separated by commas as shown in the following example of a
Cisco Unified IP Phone 7970 header:

x- Ci scol PPhoneDi spl ay: 298, 168, 12, C

Note The pixel resolutions advertised by the device define the area of the display accessible by the phone
services; not the actual resolution of the display.
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x-CiscolPPhoneSDKVersion

This Cisco-proprietary header contains the version of the IP Phone Services SDK that the requesting
phone supports. The HTTP header does not specify which URIs are supported. Therefore, you must
check the “ Supported URIS” matrix in the IP Phone Services SDK to determine which URIs are
supported based on the Phone Model Name and supported SDK version.

See Table 5-1 table to find which IP phone models support the URIs documented in this SDK.

Note  Beginning with the IP Phone Services SDK 3.3(3), the SDK version number matches the minimum
Cisco Unified Communications Manager software that is required to support it. For example, SDK
version 3.3(4) gets supported only on Cisco Communications Manager version 3.3(4) or later.

Accept Header

The Accept header represents a standard HT TP header that is used to inform web servers about the
content-handling capabilities of the client.

Cisco Unified IP Phones include proprietary content-types to indicate which XML objects are
supported. These proprietary content-types all begin with x-Ciscol PPhone, to indicate

Cisco Unified 1P Phone XML objects, followed by aslash “/”, followed by either a specific XML object
or a“*” toindicate all objects.

For example, x-Ciscol PPhone/* indicates that all XML objects defined in the specified version of the
SDK are supported, and x-Ciscol PPhone/Menu specifies that the <Ci scol PPhoneMenu> object gets
supported.

Asthe exampleillustrates, the name of the XML object can be derived directly from the content-type by
appending the sub-type (the part after the slash) onto “ Ciscol PPhone.” The content-type can also include
an optional version to indicate support for a particular SDK version of that object. If aversion is not
specified, then the x-Ciscol PPhoneSDK Version isimplied. The syntax of the version number may vary,
but, in general, will be as follows:

<mmj or version>. <m nor version>. <mai ntenance versi on>

Here are some examples of typical content-types:
x-Ciscol PPhone/* ;version=3.3.3
x-Ciscol PPhone/Text

x-Ciscol PPhone/M enu;version=3.3.4
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Accessing IP Phone Information

Cisco Unified IP Phones have an embedded web server to provide a programming interface for external
applications and a debugging and management interface for system administrators.

You can access the administrative pages using a standard web browser and pointing to the | P address of
the phone with: /http://<phonel P>/, where phonel P is the | P address of the specific phone.

These device information pages are available in either HTML format, for manual debugging purposes,
or in XML format for automation purposes. Table 6-1 lists the available URLs and their purpose.

Table 6-1 Device Information URLs

HTML URL XML URL Description

/Devicelnformation /DevicelnformationX General device information

/NetworkConfiguration INetworkConfigurationX |Network configuration information

/EthernetInformation /EthernetInformationX Ethernet counters

/Portinformation?n /PortinformationX?n Detailed port information, wherenis
amodel-specific ethernet port
identifier, typically in therange 1- 3.

/DevicelLog?n /DevicelLogX?n Device logging, debug, and error

messages, wherenisa

model -specific log number, typically
intherange O - 2.
/StreamingStatistics?n /StreamingStatisticsX?n | Current RTP streaming stats, where

'n' is model-specific RTP stream
identifier, typically in the range 1-3.

/CGI/Executet The target URL of a phone push
(HTTP POST) request.
/CGI/Screenshot! Returns an exact snapshot of the

current phone display. The size and
format of the image returned is
model -specific.

1. Password-protected CGI script
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Troubleshooting Cisco Unified IP Phone
Service Applications

This chapter contains the following sections:

Troubleshooting Tips
XML Parsing Errors
Error Messages

Troubleshooting Tips

The following tips apply to troubleshooting Cisco Unified |P Phone service applications:

Microsoft Internet Explorer 5 or higher can display the XML source with its default style sheet.
Understand that standard 1P troubleshooting techniques are important for HTTP errors.
Externally verify name resolution (Phone has DNS set).

If DNSis suspected, use IP addressesin URLSs.

Browse the URL in question with Microsoft Internet Explorer or download and verify with another
web browser

Use alogged telnet session to verify that the desired HTTP headers are returned (Telnet to the server
on port 80; then, enter get /path/page).

XML Parsing Errors

The following tips apply to troubleshooting XML parsing errorsin Cisco Unified | P Phone services
applications:

Verify the object tags (the object tags are case sensitive).

Verify that “&” and the other four special characters are used per the restrictions while inside the
XML objects. See Chapter 3, “Ciscol PPhone XML Objects” for more information.

Validate XML applications developed prior to Cisco Unified | P Phone firmware release 8.3(2)
against the more recent XML parser (see the “Updated XML Parser and Schema Enforcement”
section on page B-1 for details). Some of examples of the types of errors you might encounter
include:

[ oL-20949-01
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M Error Messages

Ciscol PPhoneM enu Object—If the field <Nanme> ismissing for a<menul t enw, the original parser
would stop rendering from that <Menul t en> onwards. The new parser will display a blank line
in the menu list and continue to render any subsequent <Menul t en> definitions.

Ciscol PPhoneDirectory Object—If the field <Name> isnot present, the old original parser would
not display the directory entry, the new parser will display the directory entry, but there will be
no <Name> associated with it.

Ciscol PPhonel nput Object—The URL and Quer y St ri ngPar amfields are mandatory. The original
parser would not report an error on the missing URL and on submit request would display a
“Host not Found: message. If the Quer ySt ri ngPar amfield is missing, the updated parser will
report an error.

SoftKeyltem—The Position field is mandatory. If the Position field is not present, the updated
XML parser will report an error.

Error Messages

The following error messages may appear on the prompt line of the Cisco Unified | P Phone display:

XML Error[4] = XM. Parser error (Invalid Object)

XML Error[5] = Unsupported XML Object (not supported by this phone nodel)
HTTP Error[8] = Unknown HTTP Error

HTTP Error[10] = HITP Connection Fail ed

Cisco Unified IP Phone Services Application Development Notes
m. 0L-20949-01 |



_— CHAPTER8

Cisco IP Phone Services
Software Development Kit (SDK)

The Cisco | P Phone Services Software Development Kit (SDK) contains everything that you require to
create XML applications, including necessary documentation and sample applications. Contact Cisco
Developer Services to obtain the SDK at:

http://devel oper.cisco.com/web/ipps

These sections describe the Cisco |P Phone Services SDK:
e SDK Components
e Sample Services Requirements

SDK Components

The following list contains the components that are included in the SDK:
¢ Documentation
— Cisco IP Services Development Notes (PDF format)
— Cisco URL Proxy Guide (Rich Text Format)
— Cisco LDAP Programming Guide (Microsoft Word format)
— Cisco CIP Image Release Notes (Microsoft Word format)
— Cisco IP Applications Samples (Microsoft Word format)

Cisco Unified IP Phone Services Application Development Notes
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¢ Development Tools

Cip.8bi—Adobe Photoshop plug-in that allows .cip extensions to be viewed and saved.
Cip2Gif.exe—DOS-based program that converts .cip files to .gif.

Gif2Cip.exe—DOS-based program that converts .gif filesto .cip.
ImageViewer.exe—Windows application that displays .cip graphic files.

Cisco ClIPImage—used for converting images to and from CIP images (automatically installed)

Cisco URL Proxy—Proxy server that is needed to use the sample services (automatically
installed).

Cisco LDAP Search—Service that isinstalled to do LDAP searches (automatically installed).
Microsoft XML Parser (MXSML) 3.0—Used for parsing XML data (automatically installed)
Cisco Unified 1P Phone Services ASP/Javascript Library (automatically installed)

Cisco Unified 1P Phone Services Java Library—Used by the JSP apps (manually installed - see
JSP Install readme)

CallManager Simulator —Used for devel oping Phone Services without a Cisco Unified
Communications Manager server

Cisco Unified 1P Phone XML Schema (.xsd) file—Used with an XML editor to validate XML
syntax

e Sample Services

Weather forecast lookup for any city (ASP)
Currency Exchange Rates and Converter (ASP
UPS Rates & tracking (ASP)

World Clock (ASP)

M easurement conversions (ASP)

US White pages/Yellow Pages search (ASP)
Calendar (ASP)

Stock Ticker (ASP)

Stock Chart (ASP)

Push2Phone (ASP and JSP)

Click2Dial (ASP and JSP)

IdleURL (ASP) - Not supported on Cisco Unified IP Phones 7905G and 7912G
M Conference (JSP)

Hootie (ASP)

InterCom (ASP)

JPEGViewer (ASP)

Logo (ASP)

Clock (ASP)

Personal Service (ASP)

WaterMark (ASP)

Extension Mobility Controller (JSP)
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— Speed Dials (JSP)

- Group MWI (JSP)

— AutoDialer (JSP)

— PhotoDirectory (JSP)

- CallerInfo (JSP)

— PushAuthenticate (ASP)

— ScreenShot (ASP)

- Integrating RS-232 devices with IP Telephony Applications (OtherApps)
- PNGViewer (ASP)

- Keyboard (ASP)

— MultiDirectory (ASP)

— Phone Push Step and Subsystem (Cisco Unified Contact Center Express/ CRS)

Sample Services Requirements

The following list contains the items that are required for the sample services to work properly:
e Microsoft 1S 4.0 or later (for ASP sample services)
e Sun J2SE 1.4.2 or later and Tomcat 4.0 or later (for JSP sample services)
¢ Internet Connection to external websites like Yahoo.com, Cnn.com etc.
¢ Cisco Unified Communications Manager 4.1(2) or later.
¢ Cisco Unified I P Phones that supports XML services

The setup program installs a CiscoServices web project to c:\Ciscol pServices directory. The sample

services are copied to c:\Ciscol pSer vices\Ser vices subdirectory, and 11S and WSH example codes are
provided. The web server already senses these services and you do not require further administration.

You can view or edit all the source code with any text editor. For additional documentation, go to this

directory: c:\Ciscol pServices\Documentation. Find tools to help develop servicesin

c:\Ciscol pServices\Tools.

Cisco Unified IP Phone Services Application Development Notes
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IP Phone Service Administration and
Subscription

Cisco Unified Communications Manager administrators maintain the list of servicesto which users can
subscribe. Administrators must use Cisco Unified Communications Manager Administration to add and
administer Cisco Unified |P Phone services.

Note  This chapter provides just a brief overview about managing | P Phone services. For detailed up-to-date
instructions, refer to the Cisco Unified Communications Manager Administration Guide available at the
following URL:
http://www.cisco.com/en/US/products/sw/voicesw/psb56/tsd_products_support_series_home.html

These sections provide an overview about administering Cisco Unified |P Phone Services using
Cisco Unified Communications Manager Administration.

e Accessing Phone Service Administration
¢ Adding a Phone Service
¢ Defining IP Phone Service Parameters

e User Service Subscription

Accessing Phone Service Administration

To access phone service administration, open Cisco Unified Communications Manager Administration
and choose Device > Device Settings > Phone Services:

¢ Phone services can have any number of parameters associated with them.

¢ You can specify phone service parameters as optional or required, depending on how the phone
service application defines them.

e Users can subscribe to any service configured in their cluster, using their User Options web pages.
¢ Service subscriptions currently occur on a device basis.

A URL constitutes the core of each service. When a service is chosen from the menu, the URL gets
requested via HTTR, and a server somewhere provides the content. The Service URL field shows this
URL entry. For the services to be available, the phones in the Cisco Unified Communications Manager
cluster must have network connectivity to the server.

Cisco Unified IP Phone Services Application Development Notes
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Example

http:// <servername>/ ccnuser/ sanpl e/ sanpl e. asp

Where

<servername> designates a fully qualified domain name or an IP address.

Adding a Phone Service

To access phone service administration, open Cisco Unified Communications Manager Administration
and choose Device > Device Settings > Phone Services:

The Cisco Unified Services Configuration page in Cisco Unified Communications Manager
Administration contains the fields as shown in Table 9-1.

Table 9-1 IP Phone Service Configuration Settings

Field

Description

Service Information

Service Name

Enter the name of the serviceasit will display on the menu of available
services in Cisco Unified CM User Options. Enter up to 32 characters
for the service name.

ASCII| Service Name

Enter the name of the service to display if the phone cannot display
Unicode.

Service Description

Enter a description of the content that the service provides.

Service URL

Enter the URL of the server where the | P phone services application is
located. Make sure that this server remains independent of the servers
in your Cisco Unified Communications Manager cluster. Do not
specify a Cisco Unified Communications Manager server or any server
that is associated with Cisco Unified Communications Manager (such
as a TFTP server or directory database publisher server).

For the services to be available, the phonesin the Cisco Unified
Communications Manager cluster must have network connectivity to
the server.

Service Category

Select a service application type.

Service Type

Select whether the service will be provisioned to the Services,
Directories, or Messages button.

Service Vendor

For XML services, you can leave this field blank.

Service Version

You can leave this field blank for XML services.
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Table 9-1 IP Phone Service Configuration Settings (continued)
Field Description
Enable Select this check box to enable the service, or clear the check box to

disable the service without deleting it.

Note  You cannot delete default services. Use thisfield if a default
service exists, but you do not want to make it available for
subscription.

Enterprise Subscriptions Select this check box to automatically provision the new serviceto all
devices in the enterprise without requiring individual subscription. If
this option is selected, the service automatically gets provisioned and
does not get presented for user subscription.

Note Be aware that this check box is available for selection only
when the service is created. You cannot modify it.

Defining IP Phone Service Parameters

Each service can have alist of parameters. You can use these parameters, which are appended to the URL
when they are sent to the server, to personalize a service for an individual user. Examples of parameters
include stock ticker symbols, city names, or user IDs. The service provider defines the semantics of a
parameter.

The Cisco Unified | P Phone Service Parameter Configuration page in Cisco Unified Communications
Manager Administration contains the fields as described in Table 9-2.

Table 9-2 IP Phone Service Parameter Settings

Field Description

Service Parameter Information

Parameter Name Enter the exact query string parameter to use when you build the
subscription URL ; for example, symbol.

Parameter Display Name  |Enter adescriptive parameter nameto display to the user in Cisco Unified
CM User Options; for example, Ticker Symbol.

Default Value Enter the default value for the parameter. This value displays to the user
when a service is being subscribed to for the first time; for example,
CscCo.

Parameter Description Enter a description of the parameter. The user can access the text that is

entered here while the user is subscribing to the service. The parameter
description should provide information or examples to help users input
the correct value for the parameter.

Parameter is Required If the user must enter data for this parameter before the subscription can
be saved, check the Parameter is Required check box.

Parameter is a Password You can mask entries in Cisco Unified CM User Options, so asterisks
(mask contents) display rather than the actual user entry. You may want to do this for
parameters such as passwords that you do not want others to be able to
view. To mask parameter entry, select the Parameter is a Password (mask
contents) check box in the Configure | P phone service Parameter window
in Cisco Unified Communications Manager Administration.

Cisco Unified IP Phone Services Application Development Notes
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B User Service Subscription

Jo

Tip

If you change the service URL, remove a Cisco Unified | P Phone service parameter, or change the
Parameter Name of a phone service parameter for a phone service to which users are already subscribed,
be sure to click Update Subscriptionsto update all currently subscribed users with the changes. If you
do not do so, users must resubscribe to the service to rebuild the URL correctly.

User Service Subscription

End users can configure service subscriptions using the Cisco Unified CM User Options. After userslog
in and choose a device, alist of services that are assigned to the phone displays. The user can then
configure these services, adding additional ones or removing un-used services. These
password-protected windows are authenticated via the LDAP directory.

Users can personalize their services using the User Options pages to:
¢ Customize the name of the service.
e Enter any available service parameters.
¢ Review the description of each parameter.

After all the required fields are set, the user clicks Subscribe to add the services. A custom URL gets
built and stored in the database for this subscription. The service then appears on the device serviceslist.
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v 10

DeviceListX Report

The DeviceListX Report is no longer supported as of Cisco Unified Communications Manager Release
5.0. Retrieving real-time information from Cisco Unified Communications Manager is now supported
viathe Cisco Unified Communications Manager AXL Serviceability API.

The DevicelListX Report provides alist of the services-capable devices along with basic information
about the deviceto identify or classify the devices based on specific criteria. The report also includesthe
current device status and the IP address information that is obtained from the Real-Time Information
Service.

These sections provide details about the DevicelListX Report:
¢ Benefits
¢ Restrictions
¢ Integration Considerations and I nteroperability
e Performance and Scal ability
e Security
¢ Related Features and Technologies
e Supported Platforms
e Prerequisites
¢ Message and Interface Definitions
¢ Devicelist XML Object
e Troubleshooting DevicelListX Reports

DevicelListX does not support all devices. If you have a device that you need to support, contact Cisco
Developer Support to verify whether it is supported:
http://devel oper.cisco.com/web/ipps

When athird-party developer initiatesan HTTP GET request for the DeviceListX.asp report page, the
system retrieves the following information about phones that are registered to a
Cisco Unified Communications Manager server from the database:

¢ Device Type

¢ Device Name

e Device Description

e Calling Search Space

[ oL-20949-01
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Benefits

e Device Pool
e |P Address
e Real-Time Information

The completed list of data gets formatted into a simple XML object and gets returned in the HTTP
Response to the developer.

DevicelListX provides access to critical real-time data that was previously unavailable to third-party
developers. In particular, the ability to list currently registered devices along with their IP address allows
developers to easily build push, broadcast, and CTI-type applications.

Restrictions

N

Note

Only users with administrative privileges to the Cisco Unified Communications Manager
Administration can access the report.

To minimize processing overhead on the Cisco Unified Communications Manager server, access to the
DevicelListX report gets rate-limited to once per minute. Any attempt to pull the report more frequently
will fail. In practice, the developer application should pull and cache the DevicelListX report, refreshing
only as often as required, typically every few hours or daily.

Integration Considerations and Interoperability

Theinterface allows HTTP 1.1 or HTTP 1.0 GET requests for the report. The report returns datathat is
encapsulated by using XML version 1.0.

Performance and Scalability

You can run thisreport on the largest supported Cisco Unified Communications Manager cluster sizefor
the targeted rel ease without impacting core features, such as delaying dial tone. On multiserver

Cisco Unified Communications Manager clusters, the report can access only from the publisher server.
In large clusters where the publisher is not a Cisco Unified Communications Manager server, no
possibility exists of impacting the system performance as perceived by a user.

This report is not intended for use during real time, so this interface should provide a mechanism for
developersto poll for the data on adaily or hourly basis. Give consideration to the frequency of polling
and the time of day to prevent unnecessary burden on the system during peak usage times.
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Security

This report, which is within the Cisco Unified Communications Manager Administration, inherits its
security from that web site, so no security issues directly relate to this report. If the

Cisco Unified Communications Manager Administration changes how it implements security with
additions, such as SSL, this report benefits from that enhancement.

Related Features and Technologies

DevicelListX acts as an independent interface, which is a real-time complement to the XML-Layer
Database APl (AXL), where AXL provides access to static, persisted data, and DevicelListX provides
access to dynamic, volatile information.

Supported Platforms

For the DeviceListX.asp page to function requires Cisco Unified Communications Manager
Administration reporting infrastructure. The following releases support DevicelistX.asp:

¢ Cisco CallManager Release 3.2(3)SPB
¢ Cisco Unified CallManager Release 4.0(1) and later

Prerequisites

You can access this feature when devicelistX.asp resides in the C:\ciscoWebs\Admin\reports directory
of the Cisco Unified Communications Manager publisher server.

Message and Interface Definitions

Use the following URL to access the report viaHTTP:
http://x.x.x.x/ CCMAdm n/ reports/devicelistx.asp

wher e

X.X.X.X can either be the |IP address or hostname of the Cisco Unified Call Manager system
that contains the report.

Note  Beginning with Cisco Unified CallManager 4.1 release, the DevicelListX report can only be accessed via
secure HTTP (HTTPS), so the URL must begin with “https.” rather than “http:”.

DeviceList XML Object

Third-party applications that reside elsewhere on the network commonly use the interface. The
application makes an HTTP request for the report and gets a response that contains a DeviceList XML
object. The XML object follows:

Cisco Unified IP Phone Services Application Development Notes
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<?xm version="1.0" encodi ng="i so-8859-1"?>
<Devi ceLi st >

<Device t="" n="" d="" c¢c="" p="" i="" s="" />
</ Devi celi st >
Table 10-1 DeviceList XML Object Attributes
Attribute Name Field Name Description
t Device Type Numeric enumeration valuethat is specifiedinthe
database.
n Device Name String value that specifies the device name.
d Device Description String value that is specified in the database.
c Device Calling Search Space |String value that is specified in the database.
p Device Pool String value that is specified in the database.
i Device IP Address Last known |P address as reported by the
Real-Time Information Service
"" = No known IP address
"X.X.x.X" = Last known I P address
s Device Status Numeric enumeration for the current device status
as reported by the Real-Time Information Service
"" = Device not found
"1" = Device registered
"2" = Device found but not currently registered

Example 10-1 Devicelist Object with Data
<?xm version="1" encodi ng="i so-8859- 1" ?>
<Devi celi st >

<Devi ce t="35" n="SEP000123456789" d="Auto 2010" c="" p="Default" i="10.1.1.1" s="1"/>
</ Devi celLi st >

Troubleshooting DeviceListX Reports

These sections can assist you in troubleshooting DeviceListX Reports:
e Error Codes
e Determining Problems With the Interface

Error Codes

The error codes that are specific to this report interface follow.
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Error Message 1001 Too many si nul taneous requests for Device List. Please wait at
| east 60 seconds and try again.

Explanation \When two or more clients attempt to get the list at the same time, or if thelist islong,
overlapping requests can result (first request is processing when the second request attempts
processing).

Recommended Action Request information only as often as necessary.

A

Note  Cisco recommends that you wait longer than 60 seconds between requests.

Error Message 1002 Too nmany consecutive requests for Device List. Please wait at
| east 60 seconds and try again.

Explanation Because the system is busy, it cannot process a Device List.

Recommended Action Request information only as often as necessary. Because the real -time status of
every device gets checked, Device List represents a CPU-intensive process.

~

Note  Cisco recommends that you wait longer than 60 seconds between requests.

Determining Problems With the Interface

Step 1

Step 2

Step 3

Step 4

Step 5

Usethe following procedure to determine whether a problem exists with the interface and determine the
root cause of the problem.

Procedure

Check the Windows NT Event Logs for error messages that pertain to the 11S server and the SQL server.
Start > Programs > Administrative Tools > Event Viewer

Check for error messages or successful completion of arequest in the 11S log files, which are typically
located in

C:\WINNT\System32\LogFiles\W3SVC1

Thedate of the log provides part of thelog name. All timesin thelog files specify GMT for noted events.
The 1S logs appear in chronological order and can easily be searched by specific query event.

Use aweb browser, such as | E, to request the URL of the devicelistx.asp web page. A successful request
yields awell-formed XML object of all the device information.

Use a Sniffer trace to view the HTTP GET request and response transaction between the third-party
application and the report.

If you need further assistance, see the “Document Conventions” section on page X.
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CiscolPPhone XML Object Quick Reference

Table A-1 provides a quick reference of the Ciscol PPhone XML objects and the definitions that are
associated with each.

Table A-1 CiscolPPhone XML Object Quick Reference
Object Definition
Ci scol PPhoneMenu <Ci scol PPhoneMenu>

<Title>Title text goes here</Title>
<Pronpt >Pronpt text goes here</Pronpt>
<Menul t en»
<Nanme>The nane of each menu itenx/ Nane>
<URL>The URL associated with the menu itenx/URL>
</ Menul t en>
</ G scol PPhoneMenu>

Ci scol PPhoneText <Ci scol PPhoneText >

<Title>Title text goes here</Title>

<Pronpt >The pronpt text goes here</Pronmpt>

<Text >Text to display as the nessage body goes here</ Text>
</ Ci scol PPhoneText >

Ci scol PPhonel nput <Ci scol PPhonel nput >
<Title>Directory title goes here</Title>
<Pronpt >Pronpt text goes here</Pronpt>
<URL>The target URL for the conpleted input goes here</URL>
<l nputltenr
<Di spl ayNanme>Narme of input field to display</Di spl ayNanme>
<QueryStringParam>The paranmeter to be added to the target
URL</ QueryStri ngPar an>
<Def aul t Val ue>Val ue</ Def aul t Val ue>
<l nput Fl ags>The fl ag specifying the type of allowable
i nput </ | nput Fl ags>
</Inputltenr
</ Ci scol PPhonel nput >

Ci scol PPhoneDi rectory <Ci scol PPhoneDi rect ory>
<Title>Directory title goes here</Title>
<Pronpt >Pronpt text goes here</Pronpt>
<DirectoryEntry>
<Name>The nane of the directory entry</ Name>
<Tel ephone>The tel ephone nunber for the entry</Tel ephone>
</DirectoryEntry>
</ Ci scol PPhoneDi rect ory>
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|
Table A-1 CiscolPPhone XML Object Quick Reference (continued)
Object Definition

Ci scol PPhonel mage

<Ci scol PPhonel nage>
<Title>lmage title goes here</Title>
<Pr onpt >Pronpt text goes here</Pronpt>
<Locati onX>Position i nformati on of graphic</LocationX>
<LocationY>Position informati on of graphic</LocationY>
<W dt h>Si ze i nformation for the graphic</Wdth>
<Hei ght >Si ze information for the graphi c</ Hei ght >
<Dept h>Nurmber of bits per pixel </ Dept h>
<Dat a>Packed Pi xel Data</Dat a>

</ Ci scol PPhonel mage>

Ci scol PPhonel mageFi | e

<Ci scol PPhonel mageFi | e>
<Title>lmage Title goes here</Title>
<Pronpt >Pronpt text goes here</Pronpt>
<Locati onX>Hori zontal position of graphic</LocationX>
<LocationY>Vertical position of graphic</LocationY>
<URL>Points to the PNG i mage</ URL>

</ Ci scol PPhonel mageFi | e>

Ci scol PPhoneGr aphi cMenu

<Ci scol PPhoneGr aphi cMenu>
<Title>Menu title goes here</Title>
<Pr onpt >Pr onpt text goes here</Pronpt>
<Locati onX>Position information of graphic</LocationX>
<Locati onY>Position information of graphic</LocationY>
<W dt h>Si ze infornation for the graphic</W dth>
<Hei ght >Si ze i nformation for the graphic</Height>
<Dept h>Nurmber of bits per pixel </ Dept h>
<Dat a>Packed Pi xel Dat a</ Dat a>
<Menul t en»
<Nane>The nane of each nenu itenx/ Nane>
<URL>The URL associated with the menu itenx/ URL>
</ Menul t en>
</ Ci scol PPhoneGr aphi cMenu>

Ci scol PPhoneG aphi cFi | eMenu

<Ci scol PPhoneGr aphi cFi | eMenu>
<Title>lmage Title goes here</Title>
<Pr onpt >Pr onpt text goes here</Pronmpt>
<Locati onX>Hori zontal position of graphic</LocationX>
<LocationY>Vertical position of graphic</LocationY>
<URL>Poi nts to the PNG background i mage</ URL>
<Menul t en»
<Nanme>Sanme as Ci scol PPhoneG aphi cMenu</ Nane>
<URL>I nvoked when the TouchArea is touched</URL>
<TouchArea X1="|eft edge" Y1="top edge" X2="ri ght
edge" Y2="bott om edge"/ >
</ Menul t en>
</ Ci scol PPhoneGr aphi cFi | eMenu>
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Table A-1 CiscolPPhone XML Object Quick Reference (continued)

Object

Definition

Ci scol PPhonel conMenu

<Ci scol PPhonel conMenu>
<Title>Title text goes here</Title>
<Pronpt >Pronpt text goes here</Pronpt>
<Menul t en»
<l conl ndex>I ndi cates what lconltemto display</Iconlndex>
<Name>The nanme of each menu itenx/ Nane>
<URL>The URL associated with the menu itenx/ URL>
</ Menul t emr>
<l conltenr
<l ndex>A uni que index fromO to 9</I|ndex>
<Hei ght >Si ze information for the icon</Height>
<W dt h>Si ze information for the icon</Wdth>
<Dept h>Nunmber of bits per pixel </ Dept h>
<Dat a>Packed Pi xel Dat a</ Dat a>
</lconltenm>
</ Ci scol PPhonel conMenu>

Ci scol PPhonel conFi | eMenu

<Ci scol PPhonel conFi | eMenu>
<Title>Title text goes here</Title>
<Pr onpt >Pr onpt text goes here</Pronmpt>
<Menul t en»
<l conl ndex>I ndi cates what I|conltemto display</Iconlndex>
<Nane>The nane of each nenu itenx/ Nane>
<URL>The URL associated with the menu itenx/ URL>
</ Menul t en>
<lconltenmr
<l ndex>A uni que index fromO0O to 9</I|ndex>
<URL>| ocation of the PNG icon inage</URL>
</lconltenmr
</ Ci scol PPhonel conFi | eMenu>

Ci scol PPhoneSt at us

<Ci scol PPhoneSt at us>
<Text>This is the text area</Text>
<Ti mer >Ti mer seed val ue in seconds</Ti ner>
<Locati onX>Hori zontal alignnent</LocationX>
<LocationY>Vertical alignnent</LocationY>
<W dt h>Pi xel wi dth of graphi c</ W dt h>
<Hei ght >Pi xel hei ght of graphic</Hei ght>
<Dept h>Col or depth in bits</Depth>
<Dat a>Hex bi nary inage data</ Data>

</ Ci scol PPhoneSt at us>

Ci scol PPhoneSt atusFil e

<Ci scol PPhonesSt at usFi | e>

<Text>This is the text area</Text>

<Ti mer >Ti mer seed val ue in seconds</Ti nmer>
<Locati onX>Hori zontal alignment</LocationX>
<LocationY>Vertical alignnent</LocationY>
<URL>| ocation of the PNG i mage</ URL>

</ Ci scol PPhoneSt at usFi | e>

Ci scol PPhoneExecut e

<Ci scol PPhoneExecut e>
<Executeltem URL="The URL or URI to be executed”/>
</ Ci scol PPhoneExecut e>

Ci scol PPhoneErr or

<Ci scol PPhoneError Nunber="x"/>

Ci scol PPhoneResponse

<Ci scol PPhoneResponse>

<Responseltem Status”the success or failure of the
action"Data="the informati on associ ated with the request”
URL="the URL or URI specified in the Execute object”/>
</ Ci scol PPhoneResponse>
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= APPENDIX B

Cisco Unified IP Phone Services
XML Schema File

These sections provide details about the XML schema supported on Cisco Unified IP Phones:
e Updated XML Parser and Schema Enforcement
¢ CiscolPPhone.xsd

Updated XML Parser and Schema Enforcement

In order to provide a stable and consistent platform upon which to build enhancements to I1P phones
services, Cisco released an updated XML parser beginning with firmware release 8.3(2). As aresult,
many Cisco Unified I P Phones now contain this updated XML parser which provides a more rigid
enforcement of the XML schema. This updated parser provides more error logging information when it
encounters XML schema violations, and it enables developers to debug their applications more
efficiently.

Cisco recommends that developers verify that their existing applications conform to the XML schema
to avoid incompatibilities with any XML enhancements, particularly if you want to incorporate new
URIs.

Thefollowing Cisco Unified IP Phonesimplement thisnew XML parser: 7906G, 7911G, 7921G, 7925G,
7931G, 7941G/7941G-GE 7942G, 7945G, 7961G/7961G-GE, 7962G, 7965G, 7970G/ 7971G-GE,
7975G, 6921, 6941, 6961

[ oL-20949-01

Cisco Unified IP Phone Services Application Development Notes



Appendix B Cisco Unified IP Phone Services XML Schema File |

I CiscolPPhone.xsd

CiscolPPhone.xsd

<?xm version="1.0" encodi ng="UTF-8"?>
<I-- edited with XML Spy v4.4 U (http://ww. xm spy.con) by G sco Systens, Inc. (C sco
Systens, Inc.) -->
<xsd: schema xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schema" el ement For nDef aul t =" qual i fi ed"
attri but eFor mDef aul t ="unqual i fi ed" version="3.3.4">
<xsd: conpl exType nane="Ci scol PPhoneExecut el t eniType" >
<xsd:attribute name="Priority" use="optional">
<xsd: si npl eType>
<xsd:restriction base="xsd: unsi gnedByte">
<xsd: m nl ncl usi ve val ue="0"/>
<xsd: max| ncl usi ve val ue="2"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
<xsd:attribute nanme="URL" use="required">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="256"/>
<xsd: m nLengt h val ue="1"/>
</ xsd:restriction>
</ xsd: si npl eType>
</xsd:attribute>
</ xsd: conpl exType>
<xsd: conpl exType nane="Ci scol PPhoneResponsel t enilype" >
<xsd: sequence>
<xsd: el ement nanme="Status" type="xsd:short"/>
<xsd: el ement nane="Dat a" >
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="32"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el ement nane="URL" >
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="256"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nanme="Ci scol PPhoneTouchAr eaMenul t eniType" >
<xsd: sequence>
<xsd: el emrent nanme="Nanme" m nQccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: mi nLengt h val ue="0"/>
<xsd: maxLengt h val ue="32"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el ement name="URL" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: m nLengt h val ue="0"/>
<xsd: maxLengt h val ue="256"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el ement nanme="TouchArea" type="Ci scol PPhoneTouchAreaType" m nCccurs="0"/>
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</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="Ci scol PPhoneTouchAr eaType" >
<xsd:attribute name="X1" type="xsd:unsi gnedShort" use="required"/>
<xsd:attribute name="Y1l" type="xsd:unsignedShort" use="required"/>
<xsd:attribute name="X2" type="xsd: unsignedShort" use="required"/>
<xsd:attribute name="Y2" type="xsd:unsignedShort" use="required"/>
</ xsd: conpl exType>
<xsd: conpl exType nane="Ci scol PPhoneDi rect oryEntryType" >
<xsd: sequence>
<xsd: el ement nanme="Name" m nQccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="32"/>
<xsd: m nLengt h val ue="0"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el emrent nane="Tel ephone" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="32"/>
<xsd: m nLengt h val ue="0"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="Ci scol PPhonel nput | t eniType" >
<xsd: sequence>
<xsd: el ement nane="Di spl ayNanme" m nQOccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="32"/>
<xsd: m nLengt h val ue="0"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el emrent nane="QueryStri ngParant >
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="32"/>
<xsd: m nLengt h val ue="1"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el ement nanme="1|nput Fl ags" >
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: enuneration val ue="A"/>
<xsd: enumneration val ue="T"/>
<xsd: enuneration val ue="N'/ >
<xsd: enuneration val ue="E"/>
<xsd: enumeration val ue="U"/>
<xsd: enumneration val ue="L"/>
<xsd: enuner ation val ue="AP"/ >
<xsd: enuneration val ue="TP"/>
<xsd: enuneration val ue="NP"/>
<xsd: enuner ation val ue="EP"/>
<xsd: enuneration val ue="UP"/ >
<xsd: enuneration val ue="LP"/>
<xsd: enuner ation val ue="PA"/ >
<xsd: enuneration val ue="PT"/>
<xsd: enuneration val ue="PN'/ >
Cisco Unified IP Phone Services Application Development Notes
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<xsd: enumeration val ue="PE"/ >
<xsd: enumeration val ue="PU'/ >
<xsd: enuneration val ue="PL"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el emrent name="Def aul t Val ue” m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="32"/>
<xsd: m nLengt h val ue="0"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="Ci scol PPhoneMenul t eniType" >
<xsd: sequence>
<xsd: el ement nanme="Name" m nOccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: m nLengt h val ue="0"/>
<xsd: maxLengt h val ue="64"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el enent nane="URL" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="256"/>
<xsd: m nLengt h val ue="0"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="Ci scol PPhonel conl t eniType" >
<xsd: sequence>
<xsd: el ement nane="1ndex" type="xsd:unsi gnedShort"/>
<xsd: el ement nanme="W dt h">
<xsd: si npl eType>
<xsd:restriction base="xsd: unsi gnedShort">
<xsd: m nl ncl usi ve val ue="1"/>
<xsd: max| ncl usi ve val ue="16"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el enent nane="Hei ght">
<xsd: si npl eType>
<xsd:restriction base="xsd: unsi gnedShort">
<xsd: m nl ncl usi ve val ue="1"/>
<xsd: max| ncl usi ve val ue="10"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el ement nane="Dept h">
<xsd: si npl eType>
<xsd:restriction base="xsd: unsi gnedShort">
<xsd: m nl ncl usi ve val ue="1"/>
<xsd: max| ncl usi ve val ue="2"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el ement nanme="Data" m nQccurs="0">
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<xsd: si npl eType>
<xsd:restriction base="xsd: hexBi nary">
<xsd: maxLengt h val ue="40"/>
<xsd: mi nLengt h val ue="0"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="Ci scol PPhonel conMenul t enilype" >
<xsd: sequence>
<xsd: el ement nane="Nane" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: m nLengt h val ue="0"/>
<xsd: maxLengt h val ue="64"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el ement name="URL" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="256"/>
<xsd: mi nLengt h val ue="0"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el ement nanme="1conl ndex" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:short">
<xsd: m nl ncl usi ve val ue="0"/>
<xsd: max| ncl usi ve val ue="9"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="Ci scol PPhonel conFi | el t eniType" >
<xsd: sequence>
<xsd: el ement nanme="1|ndex" >
<xsd: si npl eType>
<xsd:restriction base="xsd: unsi gnedShort">
<xsd: m nl ncl usi ve val ue="0"/>
<xsd: max| ncl usi ve val ue="9"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el ement nanme="URL">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: m nLengt h val ue="1"/>
<xsd: maxLengt h val ue="256"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="Ci scol PPhoneKeyType" >
<xsd: sequence>
<xsd: el emrent nanme="Key">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: enuner ati on val ue="KeyPad0"/ >
<xsd: enuner ation val ue="KeyPadl"/>

CiscolPPhone.xsd W
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<xsd: enuner ati on val ue="KeyPad2"/ >
<xsd: enuner ati on val ue="KeyPad3"/ >
<xsd: enuner ati on val ue="KeyPad4"/ >
<xsd: enuner ati on val ue="KeyPad5"/ >
<xsd: enuner ati on val ue="KeyPad6"/ >
<xsd: enuner ati on val ue="KeyPad7"/ >
<xsd: enuner ati on val ue="KeyPad8"/ >
<xsd: enuner ati on val ue="KeyPad9"/ >
<xsd: enuner ati on val ue="KeyPadSt ar"/ >
<xsd: enumner ati on val ue="KeyPadPound"/ >
<xsd: enureration val ue="NavUp"/>
<xsd: enuner ati on val ue="NavDown"/ >
<xsd: enuneration val ue="NavLeft"/>
<xsd: enumner ation val ue="NavRi ght"/>
<xsd: enuner ation val ue="NavSel ect"/>
<xsd: enuner ation val ue="NavBack"/>
<xsd: enumner ation val ue="PushToTal k"/ >
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el enent nane="URL" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: m nLengt h val ue="0"/>
<xsd: maxLengt h val ue="256"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el ement name="URLDown" mi nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: m nLengt h val ue="0"/>
<xsd: maxLengt h val ue="256"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="Ci scol PPhoneSof t KeyType" >
<xsd: sequence>
<xsd: el ement nanme="Nanme" m nOccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="32"/>
<xsd: mi nLengt h val ue="0"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el emrent nanme="Position">
<xsd: si npl eType>
<xsd:restriction base="xsd: unsi gnedShort">
<xsd: m nl ncl usi ve val ue="1"/>
<xsd: max| ncl usi ve val ue="8"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el ement name="URL" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="256"/>
<xsd: m nLengt h val ue="0"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
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<xsd: el emrent name="URLDown" mi nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: mi nLengt h val ue="0"/>
<xsd: maxLengt h val ue="256"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="Ci scol PPhoneDi spl ayabl eType" >
<xsd: sequence>
<xsd: el emrent name="Title" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: m nLengt h val ue="0"/>
<xsd: maxLengt h val ue="32"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el emrent nanme="Pronpt" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: mi nLengt h val ue="0"/>
<xsd: maxLengt h val ue="32"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >

CiscolPPhone.xsd W

<xsd: el ement name="Sof t Keyl ten' type="0Ci scol PPhoneSoft KeyType" m nCccurs="0"

maxCccur s="8"/>
<xsd: el enent nanme="Keylteni' type="0Ci scol PPhoneKeyType" mi nCccurs="0"
maxQccur s="32"/>
</ xsd: sequence>

<xsd: attribute name="keypadTarget" use="optional" defaul t="application">

<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: enunerati on val ue="application"/>
<xsd: enunerati on val ue="applicationCall"/>
<xsd: enuneration val ue="activeCall"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
<xsd:attribute nane="appld" use="optional ">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: m nLengt h val ue="1"/>
<xsd: maxLengt h val ue="64"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
<xsd:attribute nanme="onAppFocusLost" use="optional ">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: m nLengt h val ue="1"/>
<xsd: maxLengt h val ue="256"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
<xsd:attribute nane="onAppFocusGai ned" use="optional ">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: m nLengt h val ue="1"/>
<xsd: maxLengt h val ue="256"/>
</xsd:restriction>
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</ xsd: si npl eType>
</ xsd:attribute>
<xsd:attribute nane="onAppM ni m zed" use="optional ">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: m nLengt h val ue="1"/>
<xsd: maxLengt h val ue="256"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
<xsd:attribute name="onAppCl osed" use="optional ">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: m nLengt h val ue="1"/>
<xsd: maxLengt h val ue="256"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
</ xsd: conpl exType>
<xsd: el ement nanme="Ci scol PPhoneExecut e" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement nanme="Executeltem' type="Ci scol PPhoneExecuteltenilype" maxCccurs="3"/>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el ement >
<xsd: el ement nanme="Ci scol PhoneResponse" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement nane="Responsel tent type="C scol PPhoneResponseltenlype"
maxCccurs="3"/>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el ement >
<xsd: el ement nanme="Ci scol PPhoneError">
<xsd: conpl exType>
<xsd:attribute name="Number" type="xsd:unsignedShort" use="required"/>
</ xsd: conpl exType>
</ xsd: el ement >
<xsd: el ement nanme="Ci scol PPhoneText ">
<xsd: conpl exType>
<xsd: conpl exCont ent >
<xsd: ext ensi on base="C scol PPhoneDi spl ayabl eType" >
<xsd: sequence>
<xsd: el ement name="Text" m nQccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: m nLength val ue="0"/>
<xsd: maxLengt h val ue="4000"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
</ xsd: el ement >
<xsd: el ement name="Ci scol PPhonel nput ">
<xsd: conpl exType>
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Ci scol PPhoneDi spl ayabl eType" >
<xsd: sequence>
<xsd: el ement nanme="URL">
<xsd: si npl eType>
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<xsd:restriction base="xsd:string">
<xsd: m nLength val ue="1"/>
<xsd: maxLengt h val ue="256"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el enent nane="Inputltent type="Ci scol PPhonel nputltenType"
maxCccur s="5"/>
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
</ xsd: el ement >
<xsd: el ement name="Ci scol PPhoneDi rectory" >
<xsd: conpl exType>
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Ci scol PPhoneDi spl ayabl eType" >
<xsd: sequence>

CiscolPPhone.xsd W

m nCccur s="0"

<xsd: el ement nanme="DirectoryEntry" type="C scol PPhoneDirectoryEntryType"

m nCccurs="0" maxCccurs="32"/>
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
</ xsd: el ement >
<xsd: el enent nane="C scol PPhonel nage" >
<xsd: conpl exType>
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Ci scol PPhoneDi spl ayabl eType" >
<xsd: sequence>
<xsd: el enent nane="LocationX" defaul t="0" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd: short">
<xsd: m nl ncl usi ve val ue="-1"/>
<xsd: maxl ncl usi ve val ue="132"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el ement nanme="LocationY" defaul t="0" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:short">
<xsd: m nl ncl usi ve val ue="-1"/>
<xsd: maxl ncl usi ve val ue="64"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el enent nane="Wdt h">
<xsd: si npl eType>
<xsd:restriction base="xsd: unsi gnedShort">
<xsd: m nl ncl usi ve val ue="1"/>
<xsd: maxl| ncl usi ve val ue="133"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el ement nanme="Hei ght">
<xsd: si npl eType>
<xsd:restriction base="xsd: unsi gnedShort">
<xsd: m nl ncl usi ve val ue="1"/>
<xsd: maxl ncl usi ve val ue="65"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el enent nane="Dept h">
<xsd: si npl eType>
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<xsd:restriction base="xsd: unsi gnedShort">
<xsd: m nl ncl usi ve val ue="1"/>
<xsd: maxl| ncl usi ve val ue="2"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el ement nanme="Data" m nQccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd: hexBi nary">
<xsd: maxLengt h val ue="2162"/>
<xsd: m nLength val ue="0"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
</ xsd: el ement >
<xsd: el ement name="Ci scol PPhonel nageFi | e" >
<xsd: conpl exType>
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Ci scol PPhoneDi spl ayabl eType" >
<xsd: sequence>
<xsd: el ement nanme="LocationX" defaul t="0" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd: short">
<xsd: m nl ncl usi ve val ue="-1"/>
<xsd: maxl| ncl usi ve val ue="297"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el ement nane="LocationY" defaul t="0" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd: short">
<xsd: m nl ncl usi ve val ue="-1"/>
<xsd: maxl ncl usi ve val ue="167"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el ement nanme="URL">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="256"/>
<xsd: m nLength val ue="1"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
</ xsd: el ement >
<xsd: el ement nanme="Ci scol PPhoneMenu" >
<xsd: conpl exType>
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Ci scol PPhoneDi spl ayabl eType" >
<xsd: sequence>
<xsd: el ement name="Menul tent' type="C scol PPhoneMenul t enilype"
maxCccur s="100"/ >
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

m nCccur s="0"
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</ xsd: el ement >
<xsd: el ement nane="Ci scol PPhonel conMenu" >
<xsd: conpl exType>
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Ci scol PPhoneDi spl ayabl eType" >
<xsd: sequence>
<xsd: el enent nane="Menul ten' type="Ci scol PPhonel conMenul t enType" m nCccurs="0"
maxCccur s="32"/>
<xsd: el ement nanme="1conlteni' type="Ci scol PPhonel conltenilype" m nCccurs="0"
maxCccur s="10"/>
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
</ xsd: el ement >
<xsd: el ement nane="Ci scol PPhonel conFi | eMenu" >
<xsd: conpl exType>
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Ci scol PPhoneDi spl ayabl eType" >
<xsd: sequence>
<xsd: el ement name="Menul tent' type="Ci scol PPhonel conMenul t emiType" m nCccur s="0"
maxCccur s="32"/>
<xsd: el enent nane="1|conlten type="GCi scol PPhonel conFil eltenType" m nCccurs="0"
maxCccur s="10"/ >
</ xsd: sequence>
<xsd:attribute name="Iconl ndex" type="xsd:unsignedShort" use="optional"/>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
</ xsd: el ement >
<xsd: el ement name="Ci scol PPhoneG aphi cMenu" >
<xsd: conpl exType>
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Ci scol PPhoneDi spl ayabl eType" >
<xsd: sequence>
<xsd: el enent nane="LocationX" default="0" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:short">
<xsd: m nl ncl usi ve val ue="-1"/>
<xsd: max| ncl usi ve val ue="132"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el ement nanme="LocationY" defaul t="0" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:short">
<xsd: m nl ncl usi ve val ue="-1"/>
<xsd: max| ncl usi ve val ue="64"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el ement name="W dt h">
<xsd: si npl eType>
<xsd:restriction base="xsd: unsi gnedShort">
<xsd: m nl ncl usi ve val ue="1"/>
<xsd: maxl ncl usi ve val ue="133"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el ement nanme="Hei ght">
<xsd: si npl eType>
<xsd:restriction base="xsd: unsi gnedShort">
<xsd: m nl ncl usi ve val ue="1"/>
<xsd: max| ncl usi ve val ue="65"/>
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</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el enent nane="Dept h">
<xsd: si npl eType>
<xsd:restriction base="xsd: unsi gnedShort">
<xsd: m nl ncl usi ve val ue="1"/>
<xsd: max| ncl usi ve val ue="2"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el enent nane="Data" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd: hexBi nary">
<xsd: maxLengt h val ue="2162"/>
<xsd: m nLength val ue="0"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el ement name="Menulteni' type="C scol PPhoneMenult enifype" mi nCccurs="0"
maxCccur s="12"/>
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
</ xsd: el ement >
<xsd: el ement nanme="Ci scol PPhoneG aphi cFi | eMenu" >
<xsd: conpl exType>
<xsd: conpl exCont ent >
<xsd: ext ensi on base="C scol PPhoneDi spl ayabl eType" >
<xsd: sequence>
<xsd: el ement nanme="LocationX" defaul t="0" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:short">
<xsd: m nl ncl usi ve val ue="-1"/>
<xsd: max| ncl usi ve val ue="297"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el ement nanme="LocationY" defaul t="0" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:short">
<xsd: m nl ncl usi ve val ue="-1"/>
<xsd: maxl| ncl usi ve val ue="167"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el enent nane="URL" >
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: maxLengt h val ue="256"/>
<xsd: m nLength val ue="1"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el ement name="Menul tent' type="C scol PPhoneTouchAreaMenul t enmlype"
m nCccurs="0" maxCccurs="32"/>
</ xsd: sequence>
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
</ xsd: el ement >
<xsd: el ement nanme="Ci scol PPhoneSt at us" >
<xsd: conpl exType>
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<xsd: sequence>

<xsd: el enent nane="Text" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: mi nLengt h val ue="0"/>
<xsd: maxLengt h val ue="32"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el enent nanme="Ti ner" m nQOccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd: unsi gnedShort">
<xsd: m nl ncl usi ve val ue="0"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el enent nane="LocationX" defaul t="0" m nCOccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd: short">
<xsd: m nl ncl usi ve val ue="-1"/>
<xsd: max| ncl usi ve val ue="105"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el enent nane="LocationY" default="0" m nQccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:short">
<xsd: m nl ncl usi ve val ue="-1"/>
<xsd: max| ncl usi ve val ue="20"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el ement nanme="W dt h">
<xsd: si npl eType>
<xsd:restriction base="xsd: unsi gnedShort">
<xsd: m nl ncl usi ve val ue="1"/>
<xsd: max!| ncl usi ve val ue="106"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el ement nanme="Hei ght">
<xsd: si npl eType>
<xsd:restriction base="xsd: unsi gnedShort">
<xsd: m nl ncl usi ve val ue="1"/>
<xsd: maxI| ncl usi ve val ue="21"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el ement nane="Dept h">
<xsd: si npl eType>
<xsd:restriction base="xsd: unsi gnedShort">
<xsd: m nl ncl usi ve val ue="1"/>
<xsd: max| ncl usi ve val ue="2"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el enent nane="Data" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd: hexBi nary">
<xsd: m nLengt h val ue="0"/>
<xsd: maxLengt h val ue="557"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >

CiscolPPhone.xsd W
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</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el ement >
<xsd: el enent nane="C scol PPhoneSt at usFi | e">
<xsd: conpl exType>
<xsd: sequence>
<xsd: el enent nane="Text" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: m nLengt h val ue="0"/>
<xsd: maxLengt h val ue="32"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el ement name="Ti mer" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd: unsi gnedShort">
<xsd: m nl ncl usi ve val ue="0"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el ement >
<xsd: el enent nane="LocationX" defaul t="0" m nQccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd:short">
<xsd: m nl ncl usi ve val ue="-1"/>
<xsd: max!| ncl usi ve val ue="261"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el ement nane="LocationY" defaul t="0" m nCccurs="0">
<xsd: si npl eType>
<xsd:restriction base="xsd: short">
<xsd: m nl ncl usi ve val ue="-1"/>
<xsd: maxl| ncl usi ve val ue="49"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
<xsd: el enent nane="URL">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: m nLengt h val ue="1"/>
<xsd: maxLengt h val ue="256"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el ement >
</ xsd: schena>
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Cisco | P Phone Services Software Development Kit (SDK)
components  8-1
<< softkey 5-6 development tools  8-2

sample services

Symbols

description 8-2

Numerics _
requirements 8-3
8961 CiscolPPhone XML Objects
Color depth  3-10 Ciscol PPhoneDirectory  3-6
Resolution  3-10 CiscolPPhoneError  3-19
URIs supported  5-1,5-3 Ciscol PPhoneExecute  3-18
XML Objects supported  2-1, 3-2 Ciscol PPhoneGraphicFileMenu  3-11
9951 CiscolPPhoneGraphicMenu  3-11
Color depth  3-10 Ciscol PPhonelconFileMenu  3-14
Reolution 3-10 Ciscol PPhonelconMenu  3-12
URIs supported  5-1,5-3 Ciscol PPhonelmage  3-7
XML Objects supported  2-1, 3-2 CiscolPPhonelmageFile 3-9
9971 Ciscol PPhonelnput  3-5
Color depth  3-10 Ciscol PPhoneMenu  3-3
Resolution  3-10 CiscolPPhoneResponse  3-19
URIs supported  5-1,5-3 Ciscol PPhoneStatus  3-14
XML Objects Supported 3-2 Ciscol PPhoneStatusFile  3-17
Ciscol PPhoneText 3-4
supported phone models  3-2
A understanding  3-1
accept header, support for 6-8 Cisco Unified Communications M anager
audio types, supported 6-4 adding services 9-2
defining service parameters 9-3
subscribing to services 9-4
c Cisco Unified IP Phone models
Cancel softkey 56 accessing information about  6-9
CGl script supported displays and colors  3-9
Execute 6-9 supported URIs  5-1,5-3
Screenshot  6-9 supported XML objects  3-2, 3-16, 3-17
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client requests, using HTTP  6-1
content expiration, header setting 6-4
cookie behavior 6-5

D

development tools, included with SDK
Device control URI

Display 5-5

Key 5-2
Devicelnformation 6-9
device information URLs 6-9
DeviceList XML Object

attributes  10-4

description 10-3
DeviceListX Report 10-1
DeviceLog 6-9
Dial, used as URI  5-13
Dial softkey 5-6
directories

creating 3-6

customizing 3-7
documentation

additional i-ix

8-2

EditDial, used as URI  5-14
EditDial softkey 5-6
error codes, description  3-19, 5-9
EthernetInformation  6-9
Execute, CGI script  6-9
executing items
priority levels 3-18
sending requests  3-18
Exit softkey 5-6

F

featuers, supported 2-1

G

graphic menus, creating 3-11
graphics
displaying color images 3-9
displaying grayscale images 3-7
PNG support  3-9, 3-14
using with status 3-14

H

header settings, for HTTP  6-2
HTML URL
Devicelnformation 6-9
DeviceLog?n 6-9
Ethernetinformation 6-9
EthernetInformation?n  6-9
NetworkConfiguration 6-9
StreamingStatistics?n  6-9
HTTP
client requests  6-1
header settings 6-2
accept 6-8
content expiration 6-4
MIME type 6-4
refresh setting  6-3
set-cookie 6-5
x-Ciscol PPhoneDisplay  6-7
x-Ciscol PPhoneModelName  6-7
x-Ciscol PPhoneSDKVersion 6-8
how used 6-1
server requests  6-1
HTTP GET 6-1
HTTP POST 6-1
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icon menus, creating
color 3-14
grayscale 3-12
Init, used asURI  5-16
input forms
creating 3-5
supported input types 3-6

Index W

menus
graphic  3-11
icon, color 3-14
icon, grayscale 3-12
text 3-3

MIME type, for HTTP 6-4

NetworkConfiguration 6-9
Next softkey 5-6

P

Play, used as URI  5-12
PNG images
displaying on screen  3-9
using in menus  3-14
PortInformation  6-9

priority levels, for executing items  3-18

refresh setting, for HTTP  6-3
RTPMTX, used as URI  5-11

S

Screenshot, CGI script  6-9

SDK. See Cisco IP Services Software Development Kit
(SDK)

Search softkey 5-6

Select softkey  5-6

server requests, using HTTP  6-1
services

adding to Cisco Unified Communications
Manager 9-2

defining parameters of in Cisco Unified
Communications Manager 9-3

requirements for samples  8-3
samples included with SDK  8-2

subscribing to in Cisco Unified Communications
Manager 9-4

set-cookie, header setting  6-5
softkey

<< 5-6

Cancel 5-6

Dial 56

EditDial 5-6

Exit 5-6

Next 5-6

Search 5-6

Select 5-6

Submit  5-6

Update 5-6

valid actions for object types 5-6
status, displaying for applications 3-14, 3-17
StreamingStatistics  6-9
Submit softkey 5-6

T

text menus, creating 3-3
text messages, displaying 3-4
troubleshooting

error messages  7-2
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tips 7-1
XML parsing errors  7-1

U

uniform resource identifiers (URI)
description  5-1
miscellaneous
Dial 5-13
EditDial 5-14
Init 5-16
Play 5-12
to control RTP streaming 5-9
RTPMTx 5-11
Update softkey  5-6
URI. See uniform resource identifiers

X

x-Ciscol PPhoneDisplay 6-7

x-Ciscol PPhoneM odelName  6-7

x-Ciscol PPhoneSDKVersion  6-8

XML schemafile B-1

XML URL
DevicelnformationX 6-9
DeviceLogX?n 6-9
EthernetInformationX  6-9
NetworkConfigurationX  6-9
PortInformationX?nX  6-9
StreamingStatisticsX?n  6-9
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